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Video surveillance plays a crucial role in smart cities, enhancing security, safety, monitoring,
and analysis across various applications. These systems often collect data that includes sensitive
information related to privacy, crime, and national security. Ensuring the authenticity and

Hash integrity of video footage is essential to confirm that the data comes from a legitimate and

Watermark

authorized source, which is critical for both security and legal purposes. An unverified video

source in a surveillance system can present significant risks, as altered or manipulated footage
may mislead investigations and result in wrongful accusations or convictions. Improving
traceability within video surveillance systems is therefore vital for effectively tracking,
verifying, and managing video data. This paper proposes a method that combines digital
watermarking to prevent tampering or frame replacement with smart contracts to provide source
verification and traceability for surveillance data.
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1. Introduction

Video transmission in vehicular networks is a pivotal technology
enabling real-time multimedia data exchange between vehicles and
surrounding infrastructure. With the rise of connected and autonomous
vehicles, the demand for applications such as video conferencing,
video streaming for navigation, and real-time surveillance has grown
substantially. Innovative solutions, including network slicing [1] and

advanced encoding techniques [2], show promise in enhancing the
quality of experience and addressing application-specific challenges.
However, secure video transmission in such networks faces unique
obstacles, including high vehicle mobility, unstable connectivity, and
the need to maintain low latency and high quality of service (QoS).
Therefore, designing efficient routing protocols tailored to the
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constraints of vehicular environments is crucial for ensuring seamless
and reliable video communication [3].Video surveillance systems play
a vital role in smart cities, serving as essential tools for monitoring,
managing, and enhancing various urban services and infrastructure.
These systems are designed to improve safety, efficiency, and the
quality of life for residents. Strategically placed cameras oversee
public spaces, detect criminal activity, and ensure public safety.
Advanced analytics integrated into these systems can identify unusual
activities and promptly notify authorities. Additionally, they support
real-time traffic monitoring to reduce congestion and enhance
transportation efficiency, contribute to pollution control, and promote
a healthier urban environment. Furthermore, video surveillance
systems provide crucial real-time data, enabling swift responses to
emergencies such as fires, medical incidents, and natural
disasters.Although video surveillance systems provide significant
advantages, they also pose notable risks, particularly concerning
privacy. Constant monitoring can infringe on individual privacy, as
movements and activities are continuously recorded [4]. Additionally,
the vast amounts of data generated by these systems can become
attractive targets for cyberattacks. Moreover, these technologies may
be misused in specific attacks, such as video manipulation, which can
mislead activists, industries, and security personnel. Such exploitation
undermines the system's reliability and can result in serious
consequences. Uncertainty about the origin of a video within a
surveillance system can lead to several serious risks. Altered or
manipulated videos may present false evidence, potentially
misguiding investigations and resulting in wrongful accusations or
convictions. Additionally, unauthorized entities could insert, delete, or
modify frames, eroding trust in the system if the video's authenticity
cannot be assured.

This research focuses on securing video surveillance data within an
loT environment by ensuring source verification to enhance credibility
and integrity. We propose a lightweight system that integrates
watermarks and QR codes, generated through smart contracts between
an loT video monitoring device and a data receiver, such as an edge
or cloud system. The approach involves creating a recording
timestamp file stored on the blockchain to authenticate and verify
video recordings. To enable tracking during video review, a smart
contract is established between the user and the cloud, utilizing
watermarks and QR codes to document the review process. This
method strengthens the detection and prevention of tampering or
substitution of original footage with false data during video
transmission. Additionally, it improves traceability within video
surveillance systems, ensuring security and accountability through
precise verification and tracking of video data.

The content of this paper is organized as follows: Section 2 introduces
the related works. Section 3 introduces video surveillance system and
Digital watermarking. Section 4 presents our watermark system for
video surveillance. Section 5 presents the performance evaluation of
the proposal. The section 6 concludes our work.

2. Related Work

Blockchain-based watermarking surveillance systems use innovative
techniques to effectively detect and prevent tampering or manipulation
of surveillance data. By combining the immutable nature of
blockchain technology with watermarking methods, these systems
ensure data integrity and authenticity.This section discuss the
research's that integrates the watermarking and blockchain for security
of video surveillance systems. Li et al [5] proposed blockchain-
watermarking scheme effectively detects and locates tampered areas
in compressed sensed images, ensuring data integrity and preventing
manipulation. By utilizing blockchain's decentralization and non-
tamperability, it enhances the security of surveillance data against
unauthorized alterations. Araghi et al [6] introduced a blockchain-based
framework for detecting disinformation through semi-fragile
watermarking, which accurately identifies tampered regions in images
and videos. By providing evidence of manipulated content and
limiting its spread, this approach strengthens the integrity of
surveillance data. Meng et al [7] .,proposed a novel design scheme for
a copyright management system that integrates digital watermarking,
blockchain, a cognitive hash function (QR), and the Interplanetary File
System (IPFS). Fang et al [8].,proposed a fragile block watermarking
method using blockchain technology for localizing image tampering.
This method demonstrates strong resistance to attacks and high

accuracy in pinpointing tampered areas, indicating its potential for
detecting and preventing manipulation in surveillance data . Zhaofeng
et al. [9] proposed a digital rights management scheme for artwork
images aimed at detecting misuse on the Internet. This scheme
combines watermarking and blockchain technology to deliver robust
protection and enhanced security. Zheng et al [10]., developed an
innovative scheme for protecting video copyrights using blockchain
and double watermarking technology. Padma Priya et al [11]., divided
the video into frames based on its frame rate and duration. The first
frame is merged with the selected watermark, and this watermarked
frame is then used as the watermark for the second frame. Wang et al
[12]., integrated blockchain technology with zero watermarking and
employs the IPFS to address the issue of blockchain data scalability.
Blake [13]., introduced an embedded blockchain scheme for detecting
manipulated audio and video it combines blockchains, encrypted
spread spectrum watermarks, perceptual hashing, and digital
signatures. In our previous work [14]., we presented a method based
on video fingerprinting that utilizes timestamps to prevent and detect
image tampering or the replacement of original images during the
transmission and reception of monitored data. This method employs
blockchain for tracking, reviewing, and authentication procedures.
Zhu et al [15]., employs Fully Homomorphic Encryption (FHE) to
preserve user privacy while embedding watermarks. Simultaneously,
it ensures the traceability of the watermark through blockchain smart
contracts.
3. Background
This section discusses a Video Surveillance System and its
components.

a) Video Surveillance System
Video surveillance systems are integral to the development of smart
cities, enhancing public safety and urban management through
advanced technologies. These systems utilize artificial intelligence
(Al), machine learning, and Internet of Things (loT) devices to
monitor urban environments in real time, providing critical data for
law enforcement and city planners.In smart cities, the surveillance
infrastructure is organized into four layers [16],.
The foundational layer consists of surveillance equipment, primarily
Closed-Circuit Television (CCTV) systems. CCTV systems use video
cameras to send signals to a limited set of devices, playing a crucial
role in security across various sectors by providing real-time
monitoring, recorded footage, and advanced features like motion
detection and Al integration. This layer includes diverse camera types:
IP cameras (Internet Protocol cameras), which send and receive data
over the internet or a local network; PTZ cameras (Pan-Tilt-Zoom),
which can pan, tilt, and zoom to cover extensive areas and focus on
specific points of interest; and mobile devices such as car cameras,
drones, and smartphones, all contributing to adaptable and multi-angle
monitoring.
The second layer, Edge Computing, manages the processing and
analysis of video data close to its source, enabling real-time processing
[17]. This local analysis allows only relevant or summarized
information to be transmitted, reducing the processing load on cloud
servers.
The third layer incorporates cloud computing, offering a scalable,
flexible, and cost-effective solution for storing video recordings, with
easy access to footage from anywhere with an internet connection [18].
For instance, Sahraoui et al. [19]-[22], drvice for an intelligent traffic
management system, which improves road safety by monitoring road
segments and predicting potential accident risks
The final layer, Blockchain, serves as a decentralized, secure, and
immutable ledger. It is used to prevent tampering and unauthorized
access, making it an ideal choice for securing video surveillance
systems in smart cities.

b) Digital watermarking
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Fig. 2: Digital watermarking life-cycle phases

Watermarking is an essential method for safeguarding digital content,

asserting ownership, and preserving data integrity across various fields.

This technique embeds hidden information within digital media—such
as images, audio, or video—to establish copyright and prevent
unauthorized usage. Recent innovations have expanded watermarking
applications and techniques, especially in multimedia content and
recommender systems.

A digital watermark is a form of marker that is discreetly embedded
within a signal that can tolerate noise, such as audio, video, or image
data [23]. This technique embeds a message within multimedia works,
classified into spatial, frequency, and wavelet domains[24].

Its primary purpose is to indicate ownership of the copyright for that
signal. The figure 2 illustrates the general life-cycle phases of digital
watermarking, encompassing embedding, attacking, and detection and
retrieval functions. Digital watermarks can be categorized based on
various criteria, including their application, visibility, and robustness,
types of digital watermarks is:

Visible Watermarks: These are superimposed on the content, often
for branding or attribution, and are easily noticeable to the viewer
without any specialized tools.

Invisible Watermarks: Also called covert watermarks, these are
embedded within the content and remain hidden from view, requiring
specific software to detect and extract.

Fragile Watermarks: These are highly sensitive to any
modifications, making them ideal for verifying the integrity of
documents or images.

Robust Watermarks: Designed to endure standard signal processing
operations and potential attacks, such as compression, cropping, or
added noise, they are commonly used for copyright protection and
content authentication.

Spatial Domain Watermarks: These are embedded directly into the
pixel values of the content, making them straightforward to implement
but generally less resistant to tampering or attacks.

Frequency Domain Watermarks: Embedded in the frequency
components (such as the Fourier or wavelet domains), these
watermarks offer more resilience but may require additional
computational resources for embedding and detection.

Digital Signature Watermarks: Used to confirm the authenticity
and origin of content, ensuring it hasn’t been altered since signing.
Dynamic Watermarks: These are inserted with features that vary
over time or based on specific conditions, often employed to track
content distribution.

4. Watermark In Video Surveillance:
This section presents a model we developed to protect video data from
tampering, specifically targeting visual layer attacks. Verifying the
source is crucial to ensuring the authenticity and integrity of the
footage, confirming that the video data originates from a legitimate
and authorized source, which is essential for security and legal
purposes. We achieve this by decentralizing access and integrating
watermarking technology, all managed through smart contracts.

a) Using awatermark in a video surveillance system
The figure 3 shows the steps of our proposed model, where the smart
contract creates and generates a list of random numbers. This contract
takes place between two parties, namely the video surveillance loT
device and the edge device, which in turn performs several other
operations.
The 10T video surveillance device generates an MD5 hash for each
frame combined with its corresponding timestamp, creating a video
timestamp file that is securely stored on the blockchain.
The IoT monitor utilizes the value x, along with the specified duration
and the frame timestamps from the list generated by the smart contract,
to create a QR code image based on the value x

Calcule hash(frame(i)),(ti) 1 ( i l;s‘te(random
L number x, time t)

greateQRCODE(x) %t

1 Timestamp file

Hash(1),time(t1)

Hash(2),time(t2)

Watermark(frame, QR(x))

xt

Hash(x),time(t)

greateQRCODE(X)

[ extractWatermark(frame,QR(x)) ]

5

Calcule hash(frame(i),ti)
' ‘
check(hash(i)), t(ti)

Fig. 3: Watermarking between 10T Devices, Edge and
Blockchain

Algorithm 1 Random_Numbers_List
Data: ID-Edge,ID-divice,Tmp
Result: List RandomNumberslist
t<—0
while t <Tmp do
x <—Random()
RandomNumbersList.add(x, t)
te—t+1
end
return(RandomN umberslist)

Algorithm1 shows the smart contract for generating a list of random
numbers . The loT monitor generates a watermark using a QR code
image and embeds it into the frame. The resulting result is sent to the
edge. At the edge level, upon receiving the transmitted data, the system
extracts the watermark using the x value generated by the smart
contract to recreate the QR code image and retrieve it from the frame.
The extracted result is then cross-verified with the timestamp file
stored on the blockchain

b) Light watermark for the loT
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Fig. 6. Light watermark steps
In this section, we propose a lightweight watermarking algorithm
(Figure 6) designed for 10T devices used in video surveillance.
Algorithm 2 outlines the process of embedding a watermark into a
video frame using QR code images. The QR codes are embedded into
one of the color channels (RGB) of the video frame by reducing the
value of a specific pixel in the chosen color channel whenever the
corresponding pixel in the QR code is black. An MD5 hash is then
calculated for the modified image. For the final display, all pixel
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values of 255 in the layer containing the embedded QR code are
converted to 0.

Algorithm 2 watermark

Data: Image frame , QR

Result: Image Wframe

i<0

j<0

while i <QR.Height - 1 do

while j <QR.Width - 1 do

pixel == QR(i, j);
if pixel == Color.black then
i—i—1

if frame(i, j).red == 0 then
frame(i, j).red < 255

else

frame(i, j).red < frame(i, j).red — 1
end

end

j<ij+1

end

i<—i+1

end

Wf rame —frame
return(Wframe)

5. Evaluation And Results
This section presents the results obtained. For our experiment, we
utilized the Ethereum blockchain, a decentralized platform that
supports the development and deployment of security solutions for
video surveillance. This was achieved through smart contracts
involving blockchain users, 10T devices, edge nodes, and cloud
storage services. The smart contracts were written in Solidity, a
programming language specifically designed for creating blockchain-
based smart contracts on platforms like Ethereum.
Additionally, we employed the C# programming language, a modern,
flexible, and object-oriented language developed by Microsoft, to
implement security policies tailored for surveillance applications,
including mobile and cloud environments. Table 1 provides a
comparison of resource usage for different computations, including
RAM consumption, CPU usage percentage, and average execution
time per iteration (based on 1000 iterations). The comparison covers
the watermarking algorithm (Light-W), the MD5 hash calculation, and
a combination of Light-W with MD5.

Tablel;Resource Usage Comparison

MD5 Light-W Light- W+MD5
CPU USAGE (%) 9% 12% 14%
MEMORY 7mb 4mb 8mb
USAGE(MB)
AVERDGE 29,169ms 6139,83ms 7113,51ms
TIME PER
ITERATION
Table2: Watermarking result
Frame(i) QR(x) Watermark
(frame(i),QR(X))
i Yl R &
o m] [
= |
' 1
MD5:ae2684da01551 | X=5021986 MD5:5e127¢29053
e5 64
81c14a9cc1c039834 ffa606b004b7874af
f9

Table 2 illustrates a specific frame captured by a computer camera,
with its MD5 hash calculated and recorded in the timestamp file. A
smart contract facilitates communication between the camera and the
edge device to generate a random number. Column 2 presents the QR
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code image generated from this number, while Column 3 displays the
output of the watermarking algorithm, including the corresponding
MD5 hash. This output is transmitted to the edge device, where the
watermark is extracted by retrieving the random number via the smart
contract and reconstructing the QR code image. The MD5 hash of the
extracted frame is then computed and compared with the value in the
timestamp file for verification.
6. Conclusion
This study proposes a solution that integrates blockchain technology
and watermarking to safeguard video authenticity and prevent
tampering, ensuring that recordings remain admissible as forensic
evidence for law enforcement and judicial purposes. Looking ahead,
our objective is to enhance this framework by combining watermarks
with blockchain technology, encryption methods, and centralized
management systems. This will establish a comprehensive traceability
framework that bolsters security and privacy for video recordings in
smart cities.
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