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 A B S T R A C T 

In this paper, a novel robust blind grayscale image digital watermarking scheme is introduced based on 
lifting wavelet transform (LWT) in combination with discrete cosine transform (DCT), Hessenberg 
decomposition, and entropy analysis for copyright protection of multimedia information. At first, the two 
levels of LWT are applied to the host grayscale image to improve the imperceptibility of the 

watermarking scheme and then the high-frequency sub-band of the 2-level of LWT is decomposed by 
DCT. Next, the DCT coefficients are divided into 4×4 non-overlapping blocks. After that, Hessenberg 
decomposition performs on each selected block, whereas the first row, first column element of the upper 
Hessenberg matrix is utilized to hide the watermark. To evaluate the imperceptibility and robustness of 
the proposed digital watermarking scheme, the peak signal-to-noise ratio (PSNR), and normalized cross-
correlation (NC) are utilized to measure the quality and the ability of the proposed watermarking scheme 
to robust against signal processing operations and geometric attacks. Experimental and analysis results 
have demonstrated that the proposed scheme is achieved a very good tradeoff between imperceptibility 
and robustness. The comparison with other scheme have shown that the proposed digital watermarking 

schemes have a superior performance in terms of imperceptibility and robustness than other.   
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1.Introduction    
In recent years, authentication and copyright protection of 
multimedia information have become a very hot challenging issue, 
mainly as a result of the swift advancement in communication 

technology, telemedicine imaging applications, electronic 
commerce, internet technology, and a lot of interest in web 
applications. there is an overwhelming amount of digital multimedia 

 المفتاحية: الكلمات

 تحليل الانتروبيا

 تحليل هيسنبرغ

 تحويل جيب التمام المنفصل

 رفع تحويل المويجات

 علامة مائية رقمية

 الملخص 

في هذه الورقة ، تم تقديم طريقة علامة مائية رقمية جديدة لصورة رمادية عمياء على أساس رفع تحويل المويجات  

المنفصل ، وتحليل هيسنبرغ وتحليل الانتروبيا، لحماية حقوق التأليف والنشر لمعلومات مع تحويل جيب التمام 

الوسائط المتعددة. في البداية ، يتم تطبيق المستويين رفع تحويل المويجات على صورة مضيفة بتدرج الرمادي 

من رفع تحويل  2د للمستوى لتحسين عدم إدراك طريقة العلامات المائية ثم يتم تحليل النطاق الفرعي عالي الترد

×  4المويجات بواسطة تحويل جيب التمام المنفصل. ثم ، يتم تقسيم معاملات تحويل جيب التمام المنفصل إلى 

كتل غير متداخلة. بعد ذلك ، يتم تنفيذ تحليل هيسنبرغ لكل كتلة محددة ، بينما يتم استخدام الصف الأول  4

برغ العليا لإخفاء العلامة المائية. من أجل تقييم عدم إدراك وقوة طريقة ، عنصر العمود الأول من مصفوفة هيسن

العلامة المائية الرقمية المقترحة ، يتم استخدام إشارة الذروة إلى نسبة الضوضاء  والارتباط المتبادل الطبيعي 

ة. الهجمات الهندسيلقياس جودة وقدرة طريقة العلامة المائية المقترح على مقاومة عمليات معالجة الإشارات و 

أظهرت النتائج التجريبية والتحليلية أن المخطط المقترح قد حقق توازن جيد جدًا بين عدم الإدراك والقوة. أظهرت 

المقارنات مع المخططات الأخرى أن مخططات العلامات المائية الرقمية المقترحة لها أداء متفوق من حيث عدم 

 الإدراك والقوة من غيرها.
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information on the web. Thus a great number of data can be today 
easily accessible on the internet for everyone and tampered or 
modified by utilizing one of the obtainable image processing tools 
[1]. In the last two decades, an amount of research has been presented 
on different aspects of digital multimedia data protection such as 

steganography, encryption, and digital watermarking [2].  In 
particular, watermarking techniques have been considered an 
irreplaceable part of digital multimedia data protection and have 
become a necessary method employed in numerous applications such 
as authentication or copyright protection-based applications [3]. In 
addition, a digital watermarking technique can be utilized on various 
types of digital multimedia information such as video, image, and 
audio. 
The efficient digital watermarking schemes should be fulfilled the 

following main requirements [4, 5]: (i) Invisibility: the multimedia 
information quality should not be degraded by inserting the 
embedded watermark. (ii) Robustness: the ability to extract the 
watermark from watermarked information after different malicious 
distortions, including geometrical attacks and signal processing 
operations. (iii) Security: the watermark information should not be 
modified, detected, or removed, which generally depends on security 
keys. (iv) Capacity: the maximum amount of bits that can be hidden 

into original information without degrading its quality. In addition, 
the optimal trade-off between invisibility and robustness should be 
provided.  
Digital watermarking embedding techniques can be distinguished 
into the following groups [6]: a spatial-domain technique and a 
transform-domain technique. In a spatial-domain technique, the 
pixels of multimedia information are modified with watermark 
information. Whilst in a transform-domain technique, the original 

multimedia information is converted into its magnitude coefficients 
where the watermark is hidden. Here, several types of transforms like 
discrete wavelet transform (DWT) [7], discrete cosine transform 
(DCT) [8], discrete Fourier transform (DFT) [9], discrete-time 
Fourier transform (DTFT) [10], and matrix decompositions like QR 
decomposition [11], singular value decomposition (SVD) [12], 
Hessenberg decomposition [13] and etc. are utilized. Digital 
watermarking schemes that use transform-domain techniques 

provide the best invisibility, stability, and robustness than the spatial-
domain techniques [2]. Digital watermarking extraction techniques 
also can be divided into three main groups [14]: (i) Blind: for 
extracting the watermark, a secure key is only required in this 
technique. (ii) Semi-blind: this technique is also needed the original 
multimedia information for extraction the watermark. (iii) Non-blind: 
host multimedia information and original watermark information are 
needed for extraction of the watermark. 
in this paper, a novel robust blind digital grayscale image 

watermarking scheme for copyright protection based on lifting 
wavelet transform (LWT), discrete cosine transform, Hessenberg 
decomposition, and entropy analysis is presented. Here, the 
coefficients of a high-frequency subband after carrying out a two-
level lifting wavelet transform of the original host image are 
transformed by discrete cosine transform. Afterward, the coefficients 
of discrete cosine transform are divided into non-overlapping blocks 
where Hessenberg decomposition is applied to each non-overlapping 

block randomly. In this proposed digital watermarking scheme, a new 
combination of LWT, DCT, and Hessenberg decomposition for 
digital watermarking is designed to obtain the advantages of 
hybridization of these transformations for enhancement of 
invisibility and robustness against attacks, such as LWT provides 
excellent frequency localization properties [15], DCT provides 
energy compaction properties  [16], and Hessenberg decomposition 
as a matrix decomposition provides different elements that can be 

used to embed the watermark information into the biggest energy 
element of the Hessenberg matrix [17]. For obtaining the optimal 
trade-off between invisibility and robustness, the entropy analysis is 
used to obtain the best scaling factor value based on the average 
entropy of all non-overlapping blocks. To enhance the security of the 
proposed digital watermarking scheme, a pseudo-random sequence 
generated by a random permutation function is used to select blocks 
randomly to embed the watermark bits. 

This paper is arranged as follows. The explanations of different 

terminologies such as LWT, DCT, Hessenberg decomposition, and 
entropy analysis are given in Section 2. Section 3 discusses the 
proposed digital watermarking scheme. The experimental results and 
compared methods are discussed in Section 4 and the conclusion is 
given in Section 5. 

Preliminaries 

1. Lifting wavelet transform 
The lifting wavelet transform proposed by Sweldens [18], has been 
utilized in many applications such as pattern recognition, image 
compression, and image processing [19] as a powerful scheme. LWT 
is presented for reducing memory requirement and computation time 
as the lifting method allows a fully in-place implementation of 
wavelet transform[4]. As compared to traditional discrete wavelet 
transform, LWT requires a half number of calculations and permits 

us to perform reversible integer wavelet transform [20]. The lifting 
wavelet transform includes three steps as follows [20]: 
1) Splitting: In this step, the primary signal s(k) is divided into odd 

and even non-overlapping samples: So(k) and Se(k). 
𝑆𝑜(𝑘) = 𝑠(2𝑘 + 1), 𝑆𝑒(𝑘) = 𝑠(2𝑘)      (1) 

2) Prediction: In this step, using even signal samples to predict odd 
signal samples and the two divided signals should be closely 
correlated. This step can be viewed as a high pass filter 
processing. The difference can be given as follows: 

𝐷(𝑘) = 𝑆𝑜(𝑘) − 𝑃(𝑆𝑒(𝑘))      (2) 

where P[.] denotes the predict operator, while D(k) denotes a detail 
signal. The D(k) indicates the high-frequency component of the input 
signal s(k). 
3) Updating: In this step, introducing the operator of updating U[.], 

and utilizing the detail signal D(k) for updating even samples 
Se(k). This step can be viewed as a low pass filter processing. 
The approximate signal C(k) can be given as follows: 

𝐶(𝑘) = 𝑆𝑒(𝑘) + 𝑈(𝐷(𝑘))   (3) 

where the C(k) indicates the low frequency component of the 
input signal s(k). 

2. Discrete cosine transform 
Discrete cosine transform is commonly utilized in the transformation 
domain techniques. DCT provides a robust scheme at a high level due 
to introducing the signal transformation operation of the frequency 
domain [21].  The original signal is transformed into three sub-bands: 
low-frequency, middle-frequency, and high-frequency sub-bands. 
The energy compaction property is the main characteristic of discrete 
cosine transform, where the main parts of the input signal are 

comprised in low-frequency sub-bands and the high-frequency sub-
bands are more robust to signal processing attacks [22].  

3. Hessenberg decomposition 
The Hessenberg decomposition is the decomposition of a special type 
of square matrix A and the Hessenberg decompositions have been 
utilized as good useful decomposition in specific control theory 
applications [23]. A matrix A is decomposed by the Hessenberg 
decomposition utilizing orthogonal similarity transformations for 

reduction of the real matrix A to the upper Hessenberg form into its 
factors H and Q, that its form can be presented as follows: 

𝐴 = 𝑄𝐻𝑄𝑇   (4) 
where Q is an orthogonal matrix, whilst H is an upper Hessenberg 

matrix, whereas hij = 0 whenever i > j+1. 

4. Entropy analysis  
The entropy can be utilized for enumeration to how much data 
content is presented in the image. It depicts the number of 
randomness and uncertainty contained in the image. The more 
contained image information indicates better its quality. Also, 
entropy can be named Shannon's entropy and the entropy of 
information calculates the uncertainty of a data source. The entropy 

of Shannon can be defined as follows [24, 25]: 
𝐸(𝑥) = − ∑ 𝑝(𝑥) log 𝑝(𝑥)   (5) 

Proposed method 
A novel blind digital grayscale image watermarking scheme is 
proposed to hide the watermark information into a grayscale image 
based on lifting wavelet transform in combination with Hessenberg 
decomposition, discrete cosine transform, and entropy analysis. 
There are two processes in the proposed method: the watermark 
embedding process and the watermark extraction process where 
figures 1 and 2 show the block diagrams of these processes. 
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1. Watermark embedding process 
The involved steps of the watermark embedding process can be 
presented below: 
Step 1: Applying two-level lifting wavelet transform to host image 

of size N × N to decompose it. For having cA1, cH1, cV1, 

and cD1 of the 1-level then having cA2, cH2, cV2, and cD2 
of the cD1 of the 2-level. Here, cA1 and cA2 are diagonal 
details of the first and second levels of lifting wavelet 
transform respectively. cH1 and cH2 are vertical details of 
the first and second levels of lifting wavelet transform 
respectively. cV1 and cV2 are horizontal details of the first 
and second levels of lifting wavelet transform respectively. 
cD1 and cD2 are lower resolution approximation 
components of the first and second levels of lifting wavelet 

transform respectively.  
Step 2: Applying DCT to cD2 high-frequency sub-band for having 

DCT coefficients. 
Step 3: DCT coefficients are divided to obtain non-overlapping 

blocks of size 4 × 4. In which the blocks’ number is 642. 

Step 4: Computing the entropy of each block to obtain the average 
of blocks’ entropy for utilizing it as quantization stage α. 

Step 5: Generation of the pseudo-random sequences utilizing 
randperm-function based on the key1 and key2 for having 
two random numbers which indicate the column and row. 
Where the key1 and key2 are 12 and 8, respectively. 

Step 6: Each selected 4 × 4 blocks based on the pseudo-random 
sequences is applied by the Hessenberg decomposition as 
mentioned in Eq. (4) to get the matrices 𝐻 and 𝑄. 

Step 7: The magnitudes 𝑀1 and 𝑀2 are modified depending on the 

binary watermark data 𝑤, as below: 

𝑖𝑓 𝑤(𝑖, 𝑗) = 1, {
𝑀1 = 0.25𝛼

𝑀2 = −0.95𝛼
  (6) 

𝑖𝑓 𝑤(𝑖, 𝑗) = 0, {
𝑀1 = −0.25𝛼
𝑀2 = 0.95𝛼

  (7) 

here (1≤𝑖, 𝑗≤N), and α indicates the quantization stage. 

Where 0.25 and 0.95 are chosen to obtain good results in 
both robustness and imperceptibility. 

Step 8: The potential quantization outcomes 𝑇1 and 𝑇2 are 

computed by the modified magnitudes 𝑀1 and 𝑀2. 

𝑇1 = 2𝑘𝛼 + 𝑀1   (8) 

𝑇2 = 2𝑘𝛼 + 𝑀2   (9) 

here 𝑘=𝑓𝑙𝑜𝑜𝑟(𝑐𝑒𝑖𝑙(ℎ1,1/𝛼)/2), 𝑐𝑒𝑖𝑙(.) and 𝑓𝑙𝑜𝑜𝑟(.) indicate 

as the largest nearest integer and the least nearest integer, 
respectively. 

Step 9: The first-column, first-row component ℎ1,1 of upper 
Hessenberg decomposition matrix 𝐻 is selected to hide the 

binary watermark as shown: 

ℎ1,1
′ = {

𝑇2 𝑖𝑓 𝑎𝑏𝑠(ℎ1,1 − 𝑇2) < 𝑎𝑏𝑠 (ℎ1,1 −  𝑇1)

𝑇1 𝑒𝑙𝑠𝑒                                                             
     (10) 

here 𝑎𝑏𝑠(.) indicates the absolute value. 

 
Fig. 1: The proposed grayscale watermarking embedding process 
Step 10: The ℎ1,1 with ℎ′

1,1 is replaced and after that perform the 
inverse Hessenberg decomposition for obtaining the 𝐴′ 

watermarked block. 

𝐴′ = 𝑄𝐻′𝑄𝑇    (11) 

Step 11: The embedding steps 6–10 are repeated for hiding all 
watermark data. 

Step 12: All watermarked blocks are combined. 
Step 13: The inverse of discrete cosine transform is applied to the 

combined watermarked blocks for obtaining the modified 

high-frequency sub-band cD𝑤, in which cD𝑤 indicates the 

watermarked estimated high-frequency sub-band. 
Step 14: The inverse of the two-level lifting wavelet transform is 

applied based on the changed high-frequency sub-band 
cD𝑤 instead of cD2 for obtaining the watermarked 

grayscale image. 
2. Watermark extraction process 
The involved steps of the watermark extraction process can be given 
below: 
Step 1: Applying two-level lifting wavelet transform to the 

watermarked image of size N × N to decompose it. For 

having cA1, cH1, cV1, and cD1 of the 1-level then having 
cA2, cH2, cV2, and cD2 of the cD1 of the 2-level. 

Step 2: Applying DCT to cD2 high-frequency sub-band for having 
DCT coefficients. 

Step 3: DCT coefficients are divided to obtain non-overlapping 

blocks of size 4 × 4. In which the blocks’ number is 642. 

Step 4: Computing the entropy of each block to obtain the 
average of blocks’ entropy for utilizing it as quantization 
stage α. 

Step 5: Generation of the pseudo-random sequences utilizing 
randperm-function based on the key1 and key2 for having 
two random numbers which indicate the column and row. 
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Fig. 2: The proposed grayscale watermarking extraction process 

Step 6: Each selected 4 × 4 blocks based on the pseudo-random 
sequences is applied by the Hessenberg decomposition as 
mentioned in Eq. (4) to get the matrices 𝐻’ and 𝑄’. 

Step 7: The first column, first row component ℎ′1,1of matrix’s 
upper Hessenberg 𝐻′ is utilized for extraction of the 

binary watermark as shown: 

𝑤𝑖,𝑗
′ = 𝑚𝑜𝑑 ( 𝑐𝑒𝑖𝑙 (

ℎ1,1
′

𝛼
) , 2)  (12) 

here (1≤𝑖, 𝑗≤N) and 𝑚𝑜𝑑(.) indicates the modulo operation. 

Step 8: The detecting steps 6–7 are repeated for detecting all 
watermark information and then obtaining the extracted 
binary watermark. 

Experimental results and discussion 
Several experimental results are performed to present the 
effectiveness of the proposed digital grayscale image watermarking 

scheme in terms of imperceptibility and ability to be robust against 
attacks. All experiment results were performed utilizing MATLAB 
R2017b on a laptop computer that its classifications are windows 10 
environment, Intel Core i3 2.00 GHz CPU, and 4.00 GB RAM. The 
proposed grayscale image watermarking scheme is applied to 
common test grayscale images. Five test grayscale images from 
USC-SIPI database [26] are utilized in the proposed grayscale image 
watermarking scheme, these images are 1024 × 1024 as shown in fig. 

3 as referred to “Lena”, “Sailboat”, “Peppers”, “Baboon”, and 
“Airplane, respectively. The watermarks utilized in this scheme of 
size 64×64 is shown in fig. 4. 
The attacks used in the proposed scheme are explained as follows: 

 Sharpening: The watermarked grayscale images are 

sharpened with 1 amount value. 

 Gamma correction: The Gamma correction is applied to the 

watermarked grayscale images by 1 Gamma value, 
whereas Gamma value 1 is used for a linear mapping 
between intensity values in the watermarked image. 

 Blurring: The watermarked grayscale images are blurred 

with 1 blurring value. 

 Salt & pepper noise: The salt and pepper noise is added to 

the watermarked grayscale images with 0.001 noising value. 

 Gaussian noise: The Gaussian noise is added to the 

watermarked grayscale images with a mean value 0 and 
0.001 variance value. 

 Median filter: The median filter is applied to the 

watermarked grayscale images with 3×3 window size. 

 Scaling: The watermarked grayscale images are scaled to 7 

times. 

 Cropping: The watermarked grayscale images are cropped 

from the top to 75% value. 

 JPEG 2000 compression: The JPEG 2000 compression is 

applied to the watermarked grayscale images with 5 
compression ratio. 

After that, a comparison of the results obtained from the proposed 
scheme with the results from transform domain-based grayscale 
image watermarking schemes. 
To evaluate the imperceptibility and robustness of the proposed 
digital watermarking scheme, the peak signal to noise ratio (PSNR), 
and normalized cross-correlation (NC) are utilized to measure the 
quality of the proposed watermarking scheme and the ability of the 

proposed watermarking scheme to robust against signal processing 
operations and geometric attacks. 
Peak signal to noise ratio is defined as an engineering phrase to 
compute the ratio between the highest potential power of a signal and 
the power of distorting noise which impacts the fidelity of the signal’s 
representation [27]. Its formula can be given as follows: 

𝑃𝑆𝑁𝑅 = 10 log
2552

𝑀𝑆𝐸
𝑑𝐵  (13) 

here MSE indicates the mean square error between the cover signal 

and distorted signal which is given as follows: 

𝑀𝑆𝐸 =  
1

𝑀𝑁
∑ ∑ (𝐶(𝑙, 𝑘) − 𝐶 ′(𝑙, 𝑘))2𝑁

𝑘=1
𝑀
𝑙=1  (14) 

here C(l,k) and C’(l,k) indicate the (l,k)th pixel value in the cover 
signal and watermarked signal, respectively. 
Normalized cross-correlation is defined as a well-known metric 
utilized for measuring the similarity degree between two compared 

signals [28]. Its formula can be given as follows: 

𝑁𝐶 =  
∑ ∑ 𝑊(𝑙,𝑘)×𝑊′(𝑙,𝑘)𝑁

𝑘=1
𝑀
𝑙=1

√∑ ∑ 𝑊2(𝑙,𝑘)𝑁
𝑘=1

𝑀
𝑙=1  × √∑ ∑ 𝑊′2(𝑙,𝑘)𝑁

𝑘=1
𝑀
𝑙=1

     (15) 

here W and W’ indicate the original watermark signal and the 
extracted watermark signal after being attacked, respectively; N and 
M indicate the watermark signal size. Table 1 and 2 list the PSNR 
and NC values of the watermarked grayscale images with a 
watermark image under no attacks. 

 
Fig. 3: The grayscale host images 

 
Fig. 4: The watermark images 
In general, maximal PSNR values refer to that the proposed scheme 
offers superior performance in terms of imperceptibility, while 
maximal NC values refer to that the proposed scheme offers superior 
performance in terms of robustness. The PSNR values of the 
proposed grayscale image watermarking scheme are more than 
37.481 dB whilst the NC values are 1.000.  

Table 1: The PSNR values with no attacks 
Cover 

image 
Watermark1 Watermark2 Watermark3  

Lena 44.880 44.882 44.880  

Sailboat 41.854 41.850 41.857  

Peppers 43.954 43.955 43.952  

Baboon 37.483 37.481 37.485  

Airplane 46.375 46.371 46.371  
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Table 2: The NC values with no attacks 

Cover 

image 
Watermark1 Watermark2 Watermark3  

Lena 1.000 1.000 1.000  

Sailboat 1.000 1.000 1.000  

Peppers 1.000 1.000 1.000  

Baboon 1.000 1.000 1.000  

Airplane 1.000 1.000 1.000  

 
Fig. 5: The watermarked images and extracted watermark 1 with no 
attack 

 
Fig. 6: The watermarked images and extracted watermark 2 with no 
attack 

 
Fig. 7: The watermarked images and extracted watermark 3 with no 
attack 
For more explanations, figures 5 and 7 show the watermarked 
grayscale images with different watermark images under no attacks 
in visual observations. As can be observed from Tables 1 to 2 and 
figures 5 to 7, the watermarked grayscale images and the original 
grayscale images are more similar which means the proposed method 
is more imperceptible. Furthermore, as can be seen from Table 2 and 
figures 5 to 7, the watermark images can be extracted fully and are 

more similar to the original watermark images which means the 
proposed method is more robust. 

 
Fig. 8: The extracted watermark 1 from Lena image under different 
attack 
Tables 3 to 5 show the NC values with watermark images from 
original images under different attacks while figures 8 to 10 show the 
extracted watermark images from Lena image under various attacks 
in visual observations. As can be observed from these figures, the 
extracted watermark images are very similar to the original 
watermark images and are extracted fully except that extracted under 

blurring and median filter attacks which have a little distortion. 

 
Fig. 9: The extracted watermark 2 from Lena image under different 
attack 

 
Fig. 10: The extracted watermark 3 from Lena image under different 
attack 

It can be concluded from these Tables and figures that the proposed 
grayscale image watermarking scheme is a superior performance in 
terms of both imperceptibility and robustness against common 
attacks. For more investigation, the proposed grayscale image 
watermarking scheme is compared with the existing scheme [19] that 

utilized the same original grayscale images and the same watermark 
image (watermark 2). Table 6 demonstrates the comparison of the 
proposed grayscale image watermarking scheme with this existing 
scheme. As can be determined from this Table, the proposed 
grayscale scheme watermarking has a superior performance in terms 
of robustness against some attacks than this existing scheme. 
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Table 3: The NC values of extracted watermark with watermark1 under different Attacks 

Attack Lena Sailboat Peppers Baboon Airplane 

Flipping up to down 1.000 1.000 1.000 1.000 1.000 

Sharpening (1) 1.000 1.000 1.000 1.000 1.000 

Gamma correction (1.0) 1.000 1.000 1.000 1.000 1.000 

Blurring (1) 0.946 0.954 0.965 0.907 0.943 

Salt & Pepper noise (0.001) 1.000 1.000 1.000 1.000 1.000 

Gaussian noise [0,0.001] 0.996 1.000 0.999 1.000 0.983 

Poisson noise 1.000 1.000 1.000 1.000 1.000 

Median filter (3×3) 0.972 0.963 0.935 0.941 0.986 

Scaling (7) 1.000 1.000 1.000 1.000 1.000 

Cropping (75%) 1.000 1.000 1.000 1.000 1.000 

JPEG2000 (Comp. Ratio=5) 1.000 1.000 1.000 1.000 1.000 

Table 4: The NC values of extracted watermark with watermark2 under different Attacks 

Attack Lena Sailboat Peppers Baboon Airplane 

Flipping up to down 1.000 1.000 1.000 1.000 1.000 

Sharpening (1) 1.000 1.000 1.000 1.000 1.000 

Gamma correction (1.0) 1.000 1.000 1.000 1.000 1.000 

Blurring (1) 0.941 0.942 0.956 0.882 0.933 

Salt & Pepper noise (0.001) 1.000 1.000 1.000 1.000 1.000 

Gaussian noise [0,0.001] 0.995 1.000 0.998 1.000 0.981 

Poisson noise 1.000 1.000 1.000 1.000 1.000 

Median filter (3×3) 0.971 0.954 0.942 0.924 0.986 

Scaling (7) 1.000 1.000 1.000 1.000 1.000 

Cropping (75%) 1.000 1.000 1.000 1.000 1.000 

JPEG2000 (Comp. Ratio=5) 1.000 0.999 0.999 0.995 0.998 

 

Table 5: The NC values of extracted watermark with watermark3 under different Attacks 

Attack Lena Sailboat Peppers Baboon Airplane 

Flipping up to down 1.000 1.000 1.000 1.000 1.000 

Sharpening (1) 1.000 1.000 1.000 1.000 1.000 

Gamma correction (1.0) 1.000 1.000 1.000 1.000 1.000 

Blurring (1) 0.958 0.960 0.971 0.917 0.947 

Salt & Pepper noise (0.001) 1.000 1.000 1.000 1.000 1.000 

Gaussian noise [0,0.001] 0.994 1.000 0.999 1.000 0.983 

Poisson noise 1.000 1.000 1.000 1.000 1.000 

Median filter (3×3) 0.970 0.974 0.954 0.949 0.970 

Scaling (7) 1.000 1.000 1.000 1.000 1.000 

Cropping (75%) 1.000 1.000 1.000 1.000 1.000 

JPEG2000 (Comp. Ratio=5) 1.000 0.999 0.999 0.998 1.000 

Table 6: The comparison of the proposed scheme of  watermark 2 with the existing scheme 

Image Scheme PSNR 

NC 

Gaussian noise 

0.001 

Median filter 

3×3 
Scaling ×2 

Poisson 

noise 

Lena 
[19] 37.369 1.000 0.875 1.000 1.000 

Proposed 44.882 0.995 0.971 1.000 1.000 

Baboon 
[19] 33.143 1.000 0.896 1.000 1.000 

Proposed 37.481 1.000 0.924 1.000 1.000 

Airplane 
[19] 36.939 1.000 0.820 1.000 1.000 

Proposed 46.371 0.981 0.986 1.000 1.000 

Conclusion 

A novel robust blind grayscale image digital watermarking scheme 
is introduced in this paper based on lifting wavelet transform in 
combination with discrete cosine transform, Hessenberg 
decomposition, and entropy analysis for copyright protection of 
multimedia information. In this scheme, different standard grayscale 
images are utilized to hide different watermarks to analyze the effect 
of different watermarks on different original grayscale images. 
Various digital watermarking attacks are applied including adding 

noise, filtering, Gamma correction, scaling, cropping, sharpening, 
blurring, and JPEG 2000 compression attacks. Two main properties 
imperceptibility and robustness in digital watermarking technology 
are obtained in this scheme with a peak signal to noise ratio (PSNR) 

value with no attack > 37 dB and normalize cross-correlation (NC) 

value with no attack = 1.000. The proposed grayscale image digital 
watermarking scheme is invariant against common attacks with 
different grayscale images and different watermarks. The proposed 
grayscale image digital watermarking scheme has a superior 
performance in terms of imperceptibility and robustness. 
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