Adalail g A5aY aiadh daa
Journal of Pure & Applied Sciences

L w BaP? www.Suj.sebhau.edu.ly ISSN 2521-9200 &%muy}
] Received 03/02/2019 Revised 19/04/2019 Published online 01/05/2019

elial) ASaalinn (ubad o 3 paiecal) ABalaad) dsa i sa
(e-mail by AN sl Kla A Lhadiad Ay Ay el clal<l o gadal)

Apd jee g pualill dakla®
Lad gt dnala = pglell 408 — o gulall ol
fa.algadhi@sebhau.edu.ly 4l j.li*

e Adaad e 4313 ga SUath aadin e o Cpanmy Y 1 g adiiall AU Aidbadd e pulall dakad (el adiad paddal
o) ad am i B padiidd GIS 1Y Lo e Fiail 43Sy Aiolas lat sy G Al i Beds ¢z g Al i Adaad 1
ol aal it liall Al 5 5l o3d sl Lol ot 5 paiuall Eobadl &jels gl Y ) Jaadl dis
Blmadl Cie ) Pen sl Gubi el goe Al b A6 o3a Cangd 13 il bae (e Gadall Algw 3 el dsliadll
sk B Keystroke Dynamics 4p jall Gl milie 480l el e axiiuall Continuous Authentication 3 il
e s AT ay oyl Sy 8 Lebadiul YT Ay el L€l e B jal oda b dge ) ) pad) (Bl 5 o Jefsall B Y dalid
il g ilial da g e cpeadied) S daa e O Jpall gl a0 Gd Al Galliad e dey ) HJadiul S Sia imail
cSadll e & A ekl 5 A Y Al aliie 8y Shany) el (e dilisall elie aa] Sadtul 5 cperdiodl Ul

g el el prlie 3Saalipy I 105 3 jaiane Fibims (periianall A83lias

.?.Jl_h.uﬂ.“ FER I EC._'_DlAA.'ill 4.:5_\.«l_s:1_1 Lo)c.\.nm.“ Aliaall c@m‘ Aaliaall su_um\};.“ u.ni ZL‘_IAM'I lalel

continuous authentication algorithms based on Keystroke Dynamics
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Abstract Most computer systems rely on the static user authentication which does not guarantee that
whoever uses the system is the same one from the moment of login to the moment of logout, so, we need to
have an authentication system that can verify whether the user has been changed or not, after the login is
made. For this reason, the continuous authentication of various methods has been emerged to bridge this
gap. The dynamic key of continuous authentication is one of these methods that can be easily applied in
many aspects. The purpose of this paper is to examine the effectiveness of applying one of the continuous
authentication algorithms to the user based on the dynamic of Arabic Language Keystroke for the
development of security systems in the future. In this study, the algorithm has been applied to the most
frequently used Arabic words in e-mailc where four of the timing characteristics were used to extract the
features of the typing style of users on the keyboard. To classify users’ data, a measure of distance from the
statistical approach, which is the Euclidean distance measure, was used. The results have shown that it is
possible to authenticate users using continuous authentication based on the dynamics of the Arabic
Language keys.

Keywords: Computer Security, Static Authentication, Continuous Authentication, Keystroke Dynamics, User
Authenticate.
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