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Abstract Deferent methods have been developed to reduce use of money paper currency, among those 
methods saving money currency in magnetic card, in smart card or electronically. But still people uses 
money paper currency in vary places and this will encourage others to fake them. Fake currency detection is 
a process of finding the forgery currency and its in attention of all countries over the word. This paper 
presents an algorithm to detect fake currency among true one based on use of image processing. In the 
presented algorithm the currency image features are extracted using hu moments and used with two 
parameters (MSE and RMSE) to detect forgery from original currency.  
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Introduction 

Digital image can be processed using computer 

algorithms to perform a subcategory or field of 

digital processing. Noise and distortion are first 

removed from the digital image to come out with 

its data contents [1]. Image segmentation means 

the process of partitioning a digital image into 

multiple segments (sets of pixels, also known as 

super pixels) to simplify and /or change the 

representation of an image into something that is 

more meaningful and easier to analyse.  

Segmentation is typically used to locate objects 

and boundaries (lines, curves, etc.) in images [2]. 

Image restoration is used to emphasize features of 

the image that make the image more pleasing to 

the observer [3].  Image enhancement techniques 

are used to contrast stretching or de-blurring by a 

nearest neighbour procedure helps in noise 

removal [4]. More advanced image processing 

techniques must be used to recover the object and 

discover paper currency counterfeit to avoid using 

it. This action is considered as a form of fraud or 

forgery among all governments. Counterfeiting is 

almost as old as money itself.  A counterfeit is 

performed use of legitimate printers in response to 

fraudulent instructions [5]. The counterfeit is 

difficult to be discovered in very begging, it causes 

government economic losses. In following 

paragraph will present an algorithm which will 

help governments to avoid currency counterfeit 

and reduce economic losses earlier. 

Methodology 
Sequences of the proposed fake currency 
detection algorithm as shown in Fig 1 are given in 
the following lines:- 

 Data collection 

 Image pre-processing 

 Image segmentation 

 Features extraction 
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 Features comparisons and fake detection 

  

 

Fig: 1. Sequences of proposed algorithm 
 
Data collection 
Few currency papers of Libyan currency are 
acquired by simple scanner and digital camera. 
Acquisition as first stage of any vision system is 
performed to retain all image features. Fig. 2., 

shows sample of acquired image of ten dinars of 
the Libyan currency, 
 

 
Fig. 2. Scanned Ten Libyan Dinars image 

 
Image pre-processing 
The main goal of this stage is to enhance the 
visual appearance of images and to improve the 
manipulation of datasets. The process is also 
called image restoration, it is involves the 

correction of distortion, degradation. Several filter 
operations was used to reduce intensify of an 
image details to be easier or faster evaluation. The 

interpolation as technique is used for zooming, 
rotating, shrinking, and for geometric corrections. 
A noise is removed from the given image otherwise 
it may affect segmentation process and give bad 
pattern matching. The neighbour of the pixel is 
used to do some transforming as smoothing 
process. Fig. 3., shows smoothed ten dinars 
image. 
 

 
Fig. 3. A smoothed ten dinars image 

 

Image processing 
The obtained images as RGB images then are 

converted into grey scale images. As result a grey 
scale is obtained as shown in Fig. 4. 

 

 
Fig. 4. A ten dinars grey scale image 

 
Image segmentation 
The goal of segmentation is to simplify and/or 
change the representation of an image to make it 
more meaningful and easier to analyse. Image 
segmentation is typically used to locate objects 
and boundaries (lines, curves, etc.) in images. 
Edge detection is performed for grey scale image 
by applying Sobel operator to perform a 2-D 
spatial gradient measurement on an image. 
Typically it is used to find the approximate 
absolute gradient magnitude at each point in an 
input grayscale image. The Sobel edge detector 
uses a pair of 3x3 convolution masks, one 
estimating the gradient in the x-direction 

(columns) and the other estimating the gradient in 
the y-direction (rows). Fig. 5 shows an image after 
performing an edge detection using Sobel operator 
algorithm.   
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Fig. 5. Image edge detection using Sobel operator 
 
A convolution mask is usually much smaller than 
the actual image. As a result, the mask is slid over 
the image, manipulating a square of pixels at a 
time. The actual Sobel masks are shown in Fig 6. 

 

 
Fig. 6. Used Sobel masks 

 
The magnitude of the gradient is then calculated 

using the equation (1) 
 

                (1)      
 
An approximate magnitude can be calculated 
using equation (2). 
 
|G| = |Gx| + |Gy|                               (2) 
 
Once the process of image segmentation is 
performed, portion of a grey scale image contains 
information is selected and cropped to be used in 
farther process. Fig. 7 shows a segmented grey 
scale ten dinars currency image. 

 
Fig. 7. Segmented ten Libyan dinars image 
 
In Fig. 8 shows four sets of grey sale currency 
image. The used currency sets from top ten 
dinars, one dinar, fifty dinars and five dinars. Sets 
are grouped and then a segmentation process is 
performed.  
 

 
Fig. 8. Segmented four sets of different Libyan 
currency image 
  

Feature extraction 
In this process features of the segmented image 
will be extracted, that is a process to come out 
features from segmented cropped images. To 
extract features different parameters and 
functions are used. The extracted features will be 
use later to distinguish one image from another by 
use of Hu moments algorithm to detect fake 
currency. 
 
Hu moments algorithm is used to calculate 

features form segmented cropped images as will 
be shown in the following paragraphs.  

 
Invariant Moment 
1. Select the input image I. 
2. Transform the image into two dimensional, real 
valued and numeric forms. 
3. Calculate the value of raw moment’s mpq using 
equation (3). 
 
                                                         (3) 
4. Calculate the central moment μpq using 
equation (4).      

 

 
                                                                        (4) 

 

 
 
 
5. Find the normalized central moment pq using 
equation (5). 

 

                              (5) 

 
For a 2-D continuous function f(x,y), the moment 
of order (p+q) is defined as in equation (6).  
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                                                   (6) 
The central moments are defined as in equation 
(7): 

 

 
                                                   (7) 
 

 
If  f(x,y) is a digital image, then use equation (8) 

 
 
                                                  (8) 
The central moments of order up to 3 are 
calculated using equation (9) 

 
                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                             

 
 
 

 
 

 
 
 
                                                 (9) 
The central moments of order up to 3 are 
calculated using equation (10). 

 
                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                   

 
 

 
 

 
 

 

 
 
 
 
                                                        (10) 
The normalized central moments are defined as in 

equation (11). 

 

 
                                                           
(11)                                                                                                                                                          
A seven invariant moments can be derived from 
the second and third moments using equation 
(12). 

 
 
 
 
 

 

                                                                                                                                                                      
                                                                                                                                                                                                                                                          

 
 
 

 
 

 
 
 

 
 
                                                        (12)    

To extract features a Hu moments equations (2) to 

(12) are used. The calculated values will be saved 
in database to be used later in comparison 
process and for fake currency detection. Table 1 
shows calculated values of an image used as 
features of an image. Column name ID represents 
image number where M1 to M7 represent Hu 
moment calculated values.  
 

Table 1. calculated features 

 
 

Feature comparison 
For any new unknown currency image, it is first 
will be processed, segmented as show previously 

then features are extracted using equations (2) to 
(12) as shown in Table 2. Calculated features will 
be compared with the original pre-stored image in 
the system. An image is considered as genuine if 
it matches otherwise the currency is counterfeit.  
 

Table 2. New unknown image features 

 
Mean Square error (MSE) 
The mean square error or MSE of an estimator is 
one of many ways to quantify the difference 
between an estimator and the true value of the 
quantity being estimated. The MSE was calculated 
using equation (13). 
 

 
                                                    (13) 
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Root Mean Squared Error (RMSE) 
The RMSE is frequently used to measure the 
difference between values predicted by a model or 
an estimator and the values actually observed. It 
the square root of the mean squared root error 
value was calculated using equation (14). 

(14) 
 
Testing of proposed system using MSE, and 
RMSE 
A currency image is first to be processed by the 
proposed system. The process is performed by 
smoothing the given image, noise removing and 
edge detection. Fig. 9 shows processed currency 
image by the proposed algorithm.    

                                                                                                                                                                                                                                                                                                                                                                                       

 
Fig.9. processed currency image 

 
Then image features are extracted using equations 
(2) to (12) as shown in Table 2.  
 

Table 2. Extracted features for the given 

Libyan currency using Hu moments 

 
 
A comparison of obtained features with stored one 
in databases are performed using two parameters 
MSE and RMSE as in equations (13) and equation 
(14), results of comparison are shown in Table 3. 
As shown only an ID 3 is genuine where other 
images are counterfeit. 
 

Table 3. Comparison of extracted features to 
detect fake currency 

 
 
 
Related work 
The survey on fraud detection techniques was 
presented in paper [6] it presents techniques 
using performance metrics. Various fraud 
detections like credit card fraud, computer 
intrusion and telecommunication fraud are 

surveyed. The main methods behind the credit 

card fraud detections and computer intrusion are 
neural networks and model based reasoning, 
some with data mining. In telecommunication 
fraud detection, the visualization methods are 
used. This paper presents a summary on Next-
Generation Intrusion Detection Expert [7] System 
(NIDES) by using the real-time and batch 
techniques. The real-time is used to analyze data 
and report the suspicious activity. The batch 
operation is a mode of operation that allows the 
user to run the tests and specify the 
maliciousness. A paper [8] presents a fake 
currency detection using image processing and 
other standard methods by using various methods 
like watermarking, optically variable ink, 
florescence, security thread, intaglio printing, 
latent image, micro lettering and identification 
mark. By combining two various components of 

two images then, the variation will be decreased. 
But by using layman method the fake note is 
detected. A paper [9] presents the design and 
implementation of Indian paper currency 
authentication system based on feature extraction 
by edge based segmentation using sable operator. 
To do this, the features are extracted from the 
original image and the edges are identified. Then, 

the edges are segmented and it is compared with 
the dataset and finds out the fake detection. A 
paper [10] it presents paper currency verification 
system which is based on classification extraction 
using image processing but uses machine vector 
where in the proposed system the extraction is 
performed by getting the image and converts it to 
gray scale and then edge is detected. Then the 
image is segmented and the characteristics are 
extracted and it is compared and the output is 
shown.  

 
Conclusion 
This paper proposed fake Libya currency detection 
using image processing. In image pre-processing 
the image converted into grey scale. After 
conversion the edges are detected. In edge 
detection used the Sobel operator. Next the image 
segmentation is applied. After segmentation the 
features are extracted. Finally compared and find 
the currency original or fake. 

   
References 
[1]- Rubeena Mirza, Vinti Nanda, Characteristic 

Extraction Parameters for Genuine Paper 
Currency Verification Based on Image 

Processing, IFRSA International Journal of 

Computing, Volume 2, Issue 2, April 2012.. 
[2]- S. Surya, G. Thailambal , Comparative Study 

on Currency Recognition System Using Image 
Processing , International Journal Of 
Engineering And Computer Science 
ISSN:2319-7242.. 

[3]- Faiz M. Hasanuzzaman, Xiaodong Yang, and 
YingLi Tian, Senior Member, IEEE Robust and 
Effective Component-based Banknote 
Recognition for the Blind IEEE Trans Syst 
Man Cybern C Appl Rev. 2012 Nov; 42(6): 
1021–1030.. 



Fake Currency Detection using Image Processing (Case Study Libyan Currency)                     Salem & Elmadani  

JOPAS Vol.18 No.  4 2019                                                                                                                                             506 

[4]- D. Alekhya, G. DeviSuryaPrabha and G. 

Venkata Durga Rao, Fake Currency Detection 
Using Image Processing and Other Standard 
Methods, International Journal of Research in 
Computer and Communication Technology, 
Vol 3, Issue 1, January- 2014. 

[5]- Kalyan Kumar Debnath, bSultan Uddin 
Ahmed, aMd. Shahjahan “A Paper Currency 
Recognition System Using Negatively 
Correlated Neural Network Ensemble”, 
JOURNAL OF MULTIMEDIA, VOL. 5, NO. 6, 
DECEMBER  2010 © 2010. 

[6]- Yufeng Kou, Chang-Tien Lu, Sirirat 
invongwattana S. ans Yo-Ping Huang, Survey 
of Fraud Detection Techniques, IEEE 
International Conference on  Networking, 
Sensing & Control, 0-7803- 8193-
9/04/$17.0020 2004 IEEE. 

[7]- D. Anderson, T. Frivold, A. Tamaru, and A. 

Valdes. Nextgeneration intrusion detection 
experf system (nides), software users manual, 
beta-update release. Technical Report 
SRIXSL-9547, Computer Science aboratory, 
SRI International, 333 Ravenswwd Avenue, 
Menlo Park, CA 94025-3493, May 1994 

[8]- Rubeena mirza and veenti nanda, Design and 
Implementation of Indian Paper Currency 

Authentication System Based on Feature 
Extraction by Edge Based Segmentation Using 
Sobel Operator, IJERD, Volume 3, Issue 2 
(August 2012), PP. 41-46. 

[9]- Rubeena Mirza and Vinti Nanda, Paper 
Currency Verification System Based on 
Characteristic Extraction Using Image 
Processing, International Journal of 
Engineering and Advanced Technology (IJEAT) 
ISSN: 2249 – 8958, Volume-1, Issue-3, 
February 2012. 

[10]- Chang, C. C., Yu, T. X., & Yen, H. Y. (2007). 
Paper currency verification with Support 
Vector Machines. 3rd International IEEE 

Conference on Signal-Image Technologies and 
Internet-Based System (SITIS ’07), 860-865. 

 
 
 


