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The increasing data transformation through the network, the appearance of Bitcoin and alternative
information over millions of miles, the need for new or more secure methods was found. The elliptic
curve cryptography is widely used in encryption. However, there are a variety of attacks such as
invalid curve which is the most popular attack that can be used to manipulate the safety of
cryptosystem by nonprime group order, it would be connected with methods of cryptography such
as asymmetric cryptography and according to the fact that elliptic curve ciphers are based in
smartcards introduce a high level of secure data transformation due its advantage of requires less
computational power memory. This paper assures the need for secure key exchange by combining
elliptic curve cryptography with precomputation and simple continued fractions that help us to fix
and observe new mathematical attacks.

Bporand 59l el lewse! e ol il Aol gy pd 83 aluseianls JLar¥l 4t olol cues

(I AP PETRE WM LTV o INCH TN TIN PO
L (3l (ilan Zanly (sl qws?

Al | oLl oaslll
S e ol ) et Slblas e 2ol Sloslally sSadl oy ASAN ae bl Lyt 5abs
el Spoiadl s3uS) 3 pels Blai e oliandl il i psiad Bl ST 5l saas Gob Jl ax Ll 4] ol (JLad!

seazell Jasdl e goladl gl
Sobaedl gmill pads
Olelea-as padd

Flhall e =il gz

By S pymd) iad @ls il 2 aomill o ozl (o Regita Ao game llin (I3 pag . pa 4l
s i 4518 Y1 e Aogame s IS (n il ol Aoy Dol daliial oSas gl
1S3 Sl e detiay Goliandl il 4add o Aasaset (5899 Jileall a2 saddll Jie sadddl codluly
355 5,510 Baay el 895 (ym 55 5T llas A1 e it 581 Ll sgns (50 L (S3aen ook
Gl Clusdl ae goliandl ol 1343 mes I o0 (el silan Jals d) dxlll e 28)5]) s

1. Introduction

Cryptography is referred to protect the information and the
authentication methods among parties of communication. It also aims
to protect protocols against saboteurs sharing trustworthy information.
Providing a secure data, because the security via obscurity is has not
worked well historically, it is crucial to both evaluate in the open and
develop trust in security through algorithms. Asymmetric
cryptography also known as public key cryptography was discovered
in the late 1970s. It utilizes separate keys for each communication
party this process is known as key exchange this algorithm requires a
key pair consisting of private keys. The second type of cryptography
is symmetric or cipher it requires two parties of communication to
have the same secret key for both encryption and decryption. Victor

Mieller published a paper titled "Use of elliptic curves in
cryptography" in 1985, independently of Koblitz's suggesting of using
elliptic curves in cryptography. Due to its efficiency benefits, elliptic
curve encryption, or simply ECC is widely used in many applications
such as IC cards, mobile devices, teleported robotics and Bitcoin. The
importance of understanding the cryptography behind Bitcoin or any
other cryptocurrencies to make you capable of trusting them. The
advantage of ECC is the complexity of solving discrete logarithm
problems makes it a strong method to encrypt information.

2. Related Work

Precomputation on Elliptic curve cryptography to hide the actual
equation by another equation could be reached by the first one using a
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secret key in [1], the precomputation on elliptic curve cryptography of
transform points on an elliptic curve to a fractional formula that makes
the algorithm more secure. Introduce an attack on Bluetooth pairing
protocols for wireless communication between devices which changes
keys using authenticated Elliptic curve Diffie-Hellman (ECDH) [3].
However, the security of Diffie-Hellman is less secure than widely
believed. In [4] discussing this suggestion it also applies to (ECDH)
although it still resists classical cryptanalysis like Pollard-rho attacks.
In [5] providing such a class making different assumptions rather than
mathematical breakthroughs as it followed in this paper.

3. Elliptic Curve
One of the most popular curve structure have two possible graphs see
figurel for elliptic curve of characteristic nether 2 or 3.

Figure 1: Elliptic curves

4. Projective plane
The concept of change points from any field (real number as the
usual or finite field of characteristic p is very crucial to consider
the points on the elliptic curve to construct an abelian group due
it the elliptic curve over projective plan gives extra points called
points at infinity which can represent them by one point on
elliptic curve role the identity element as zero of real number. In
addition to the importance of studying the projective plane and
its relation to the theory of elliptic curve although the
precomputation of points on an elliptic curve [1] familiar to this
concept work.

.
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Figure 2: The geometric meaning of points on projective plane.

5. Elliptic curve over projective plane
The elliptic curve is a nonsingular projective curve in Weierstrass
define as
y2z = x3 + Axz? + Bz3 ¢))
where A, B constants, and every point in elliptic curve represents as
P = [x,y,1]. In order to comprise a group the definition of operation
of points (addition) on elliptic curve defined as following:

_ V2"V, V2N _
X3 = (—xz — X1) Xp— X2, Y3 Py (x1 —x3) + 31
Py + P, = [x3,¥3,1]
or
(x3,¥3) = (x1, ¥1) + (x2,¥2)
where
X3 =m?—x; —x,
ys = —[m?(x3 — x1) + 1]
If P # Q then
Y2—W1
= 2
m= T (2)
and if P = Q we have
_3x*+a
m= 2

6. Pointat infinity
The point [0,1,0] represents the zero element of the points on an

elliptic curve it has no simpler way to be written as y = 1 it is appears
on every vertical line so that we can define the inverse of any point
[x,y] as [x, —y] due to the symmetric of the elliptic curve showing in
figure 1.

7. Diffie-Hellman Public Key Encryption
One of the key exchange algorithms in asymmetric cryptography is
called after its creators Diffie-Hellman. The primary goal is to create
a shared secret between two parties.

Figure 3.Diffie-Hellman Public Key.
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To construct ECDH uses the points on an elliptic curve over a finite

field see [7] (for more details) as G,P and Q and respect E(F,)
designed to adhere to every ECC security requirement to be secure as
prime order, high twist order nonsupersingular elliptic curve, and
avoiding an anomalous elliptic curve which is DLP may be solved
with ease with it.

Use the Pari/GP calculator version 2.16.0.

The elliptic curve equation

5 4
Y2 =x3 +§X+§ mod 67531
Suppose that

So that

Y \? x\3 4 x 4
@) =G *37E+3
since [ =1Icm(2,3) =6,
choice of n' tobe 1
y? = x3 + 3240x + 62208 mod 67531 4
The point (64801,51707) in (4) can be written as:
_ (64801 51707) _ 64801 51707 ]

36 ' 216 36 ' 216
It would be easy to see that the secret key is 1, however the points

= (38647 20414) = [231882,20414,216
=36 216/ =1 ’ /216]
It can be simply its y coordinate to

_ (38647 10207) _ [38647 10207 ]

36 ° 108 36 ' 108
But multiply by 108 deduce to

[115941,10207,108]
Because there exist A = 2 such that
[231882,20414,216] = [115941,10207,108]
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8. SIMPLE CONTINUED FRACTIONS

. 1
An expression of the form ay + ———— = [ag; a4, ay, -.-
a1+a2+_1_

,an],is

called a finite simple continued fraction (SCF) [9-14], where a,, is a
positive integer number for all n > 1, a, is an integer number.

Theorem (1)
The real number a is a rational number if and only if it can be
expressed as a finite SCF.
Theorem (2)
The SCF [ag; a4, ..., a,] can be defined as
Kn-1(az)

[ag; ag, .. an] = ag +—Kn(a1) , or
Knt1(ao)

ag; Ay, ..., Ay | = —=—= where

[ 0, Y1 n] Kn(ay)

Ki(aj) = ai+(j_1)Ki_1(aj) + Ki_z(a]-), i=12,..,n,
j=012,..,n K_(a) =0and K(a;)=1.

Definition (2)
() [ag; aq, ..., an] = [bg; by, ..., by ifa; = b; fori =0,1,2,...,n
(@ii) [ag; aq, .., an] = [ag; a4, ..., ayp — 1,1].
(iii)[ao; v @i_1,0,a54q, ...,an] = [ao; e @iog + Ay, ...,an].
(iv) [ao; v, 4j-1,0,0,a544, ...,an] = [ao; e @1, Ay, ...,an].

Theorem (3)
Let [ag;aq,..,a,] be SCF, the sequences pg,p;,...,pn and
qo_q1 ..., @, be defined recursively by pm = Kmy1(ag) and g, =

Kn(a;), for m =0,1,...,n where K,,,,(ay) and K, (a,) as in
definition (2), then the m-th convergence c¢,, = [ag;aq, -, Q] iS
give by
o =Pm

" m
Example (2)

Use the Pari/GP calculator version 2.16.0.
Suppose Alice and Bob agree on elliptic curve equation (4) in example

(1) with the pointP = (38647 20414) the simple continued fraction for

’

36 216

3847 s [1073;1,1,8,2] and the convergent are

1073 1074 2147 18250 38647
CO_T’Cl_T'CZ_T'C3_ and ¢, ===
Also, the simple continued fraction for 2;"1*24 = 12327 is [94;1,1,26,2]
and the convergent are

94 95 189 500 10207
C0=T1C1=T162=71C3__ad4 108 "

Alice choose the integer a = 177 as her private key she then
computes aP first she need to rewrite the generator P on the integer
form by multiplying P’ coordinates by 12, I3 respectively. So that her
public key will be

aP = 771(38647,20414) = (20262,16730).

Thus she rewrite her public key in fraction form as aP =

20262 16730 . . - 20262 3377
( e 210 ) the simple continued fraction for =—

is [562; 1,5] and the convergent are ¢, = E L€ =

1672“ =225 [77;2,4,1,9]

77 155 697 852
and the convergentare ¢, = Ta= 6=

8365

108 "
She can send this number to Bob

Bob choose b = 561 for his private key and computes bP after

writing to fraction formulabP = (5228 1291968) the simple continued
fraction for @ = ﬁ is [146; 3] and the convergent are c0 #

andc; = — Also the simple continued fraction forﬂ =¥is [9; 4]
37 697 852
Py [47) =0 C3 =—andc4—

Also, the simple continued fraction for

9
and the convergent areco =7, €1 =

8365

108 " .
9. Conclusion

In ECC with precomputation a secret key have found out a
mathematical attack of knowing that key (n") which is appeared in the
points on the elliptic curve when we using its projective formula that
helps to implement this attack. From the uniqueness of the simple
continued fraction formula of any fraction and its converges we will
be able to find a way to protect this secret key of precomputation from
that attack by using some converges of elliptic curve's coordinates and
build up to a more secure algorithm.
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