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 A B S T R A C T 

This paper presents a comprehensive joint estimation  detection framework for hidden Markov chains 

(HMCs) with unknown statistical parameters, a critical challenge in physical-layer security and 

adversarial communication environments. By integrating the Generalized Likelihood Ratio Test 

(GLRT) with the Expectation  Maximization (EM) algorithm, we develop a composite hypothesis test 

that achieves high detection probability without prior parameter knowledge. The proposed 

framework addresses four fundamental gaps in the existing literature: (i) the unrealistic assumption 

of perfect parameter knowledge in adversarial settings; (ii) the neglect of uniform optimality and its 

implications for worst-case parameter attacks; (iii) the lack of finite-sample analysis with confidence 

intervals and sensitivity studies; and (iv) insufficient baseline comparisons against minimax and 

energy-based detectors. Our key contributions include: (a) rigorous derivation of the EM  GLRT 

integration with complete algorithmic description; (b) theoretical proof of the distinction between 

pointwise and uniform error exponents, demonstrating that the latter is strictly lower — a 

vulnerability that adversaries can exploit; (c) extensive finite-sample Monte Carlo validation on a 

Gilbert  Elliott channel, including detailed comparisons with clairvoyant, minimax, and energy-based 

detectors; (d) comprehensive discussion of estimation bias, detection performance, ROC curves, 

convergence behavior, and sensitivity analysis; (e) practical guidelines for threshold calibration and 

system design. Results show that the proposed detector attains PD>0.96 for n=500, closely 

approaching the clairvoyant upper bound, while maintaining computational feasibility with O(nM2) 

complexity. The framework is robust to initialization and converges within 15–25 EM iterations, 

making it suitable for real-time applications. The uniform error exponent gap is quantified and its 

security implications are thoroughly discussed.  

   المشترك GLRT-EMاختبار الفرضيات المركبة لنماذج ماركوف المخفية عبر تقدير 

 ابوسيتة  مرعيو محمد عمر المسعودي* 

 .قسم الهندسة الكهربائية، الأكاديمية الليبية، طرابلس، ليبيا

 

 الكلمات المفتاحية:

 الفرضيات المركبة اختبار 

 EMخوارزمية  

 أسس الخطأ 

 إليوت-قناة جيلبرت 

GLRT 

 نماذج ماركوف المخفية  

 كشف المينيماكس 

 أمن الطبقة المادية 

 الكشف المتين 

 الملخص 

 للتقدير والكشف لسلاسل ماركوف المخفية ذات المعلمات الإحصائية المجهولة،  
 
 مشتركا

 
                                                                   يقدم هذا البحث إطارا

 
       

 
                    

حاسم في أمن الطبقة المادية وبيئات الاتصالات العدائية. من خلال دمج اختبار نسبة الاحتمال المعمم           وهو تحد  

التوقع احتمالية كشف عالية دون معرفة مسبقة -مع خوارزمية  يحقق  اختبار فرضية مركب  نطور  التعظيم، 

( افتراض المعرفة المثالية غير الواقعي  i)بالمعلمات. يعالج الإطار المقترح أربع فجوات أساسية في الأدبيات الحالية:  

( نقص تحليل  iii( إهمال الأمثلية المنتظمة وآثارها على هجمات المعلمات الأسوأ حالة؛ )iiفي البيئات العدائية؛ )

( الحساسية؛  ودراسات  الثقة  فترات  مع  المحدودة  كاشفات  ivالعينة  ضد  كافية  غير  أساسية  مقارنات   )

مع وصف خوارزمي   EM-GLRTالمينيماكس والطاقة. تشمل مساهماتنا الرئيسية: )أ( اشتقاق صارم لتكامل 

 أن الأخير أقل صرامة 
 
                    كامل؛ )ب( إثبات نظري للتمييز بين الأسس الخطأ النقطية والموحدة، موضحا
 
وهو ثغرة   –                                                                  

إليوت، مع مقارنات  -يمكن للمهاجم استغلالها؛ )ج( تحقق موسع بمونت كارلو لعينة محدودة على قناة جيلبرت

المينيماك المسبقة،  المعرفة  كاشفات  مع  أداء مفصلة  التقديري،  للانحياز  شاملة  مناقشة  )د(  والطاقة؛  س، 
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، سلوك التقارب، وتحليل الحساسية؛ )هـ( إرشادات عملية لمعايرة العتبة وتصميم  ROCالكشف، منحنيات  

يحقق   المقترح  الكاشف  أن  النتائج  تظهر  للمعرفة n=500لـ    PD>0.96النظام.  الأعلى  الحد  من   
 
مقتربا  ،                       
 
        

 25-15(. الإطار متين بالنسبة للتهيئة الأولية ويتقارب خلال  nM2)Oالمسبقة، مع الحفاظ على تعقيد حسابي  

 لـ  
 
     تكرارا
 
      EM  للتطبيقات الزمنية الحقيقية. تم تحديد فجوة الأس الخطأ المنتظم ومناقشة 

 
                                                                     ، مما يجعله مناسبا
 
                  

 آثارها الأمنية بشكل شامل. 

 

1. Introduction 

1.1 Background and motivation 

Hidden Markov models (HMMs) have emerged as a cornerstone of 

statistical signal processing, providing a powerful and versatile 

framework for systems where latent states evolve stochastically and 

only noisy observations are available. The fundamental premise of 

HMMs — that an underlying Markov chain governs the evolution of 

unobserved states, with observations being conditionally independent 

given these states — makes them particularly well-suited for modeling 

time-varying phenomena in communication systems, speech 

recognition, bioinformatics, and financial time series analysis. In the 

context of secure wireless communications, HMMs naturally model 

the dynamic behavior of communication channels, including 

time-varying fading conditions, intermittent jamming activities, and 

adversarial relay behaviors that exhibit memory and burstiness. 

The detection of anomalies, intrusions, or adversarial manipulations in 

such environments is of paramount importance for maintaining the 

integrity and confidentiality of transmitted information. Classical 

detection schemes, however, typically assume perfect knowledge of 

the underlying statistical parameters — the transition probabilities 

between hidden states and the emission distributions. This assumption 

is fundamentally unrealistic in practice, particularly in adversarial 

environments where the attacker actively manipulates channel 

statistics, introduces deliberate interference, or exploits the system's 

uncertainty to evade detection. The problem is further compounded by 

the fact that the defender often has limited or no prior information 

about the adversary's strategy, making it essential to develop detection 

frameworks that can operate effectively under parameter uncertainty. 

1.2 Literature review 

The foundational work by Baum et al. [1] established the forward–

backward algorithm for efficient computation of the likelihood 

function and the EM algorithm (often referred to as the Baum–Welch 

algorithm) for maximum likelihood estimation of HMM parameters. 

The asymptotic properties of the MLE for HMMs were later 

established by Bickel et al. [2], providing the theoretical foundation 

for the consistency of the EM algorithm. These algorithms have since 

become standard tools in the HMM literature. The GLRT, introduced 

by Wilks [9] and extensively studied by Kay [5], provides a powerful 

and widely used framework for composite hypothesis testing, where 

nuisance parameters are unknown. The GLRT statistic is defined as 

the ratio of the maximum likelihood under the alternative hypothesis 

to that under the null hypothesis, and it enjoys optimal asymptotic 

properties under certain regularity conditions. 

In the context of communication systems, HMMs have been applied 

to a variety of problems, including spectrum sensing in cognitive radio 

networks [12], modulation classification [3], and physical-layer 

security [8]. Recent advances in robust detection have addressed 

parameter uncertainty through minimax and Bayesian approaches 

[4,7]. The minimax approach seeks to minimize the maximum 

possible risk over a class of parameter values, providing guaranteed 

performance even under the worst-case scenario. Bayesian methods, 

on the other hand, incorporate prior distributions over the unknown 

parameters, averaging the risk over the prior. While these approaches 

offer robustness, they often assume known families of distributions 

and do not fully exploit the specific structure of HMMs, particularly 

the Markovian dependencies and the availability of efficient 

estimation algorithms. 

Furthermore, the critical distinction between pointwise and uniform 

error exponents — first noted in the context of universal hypothesis 

testing [11] — has received limited attention in the HMM detection 

literature. Pointwise error exponents describe the exponential decay 

rate of the error probability for a fixed, known parameter value, while 

uniform error exponents describe the worst-case decay rate over a set 

of possible parameter values. This distinction is particularly 

significant for security applications, where an adversary can 

deliberately choose worst-case parameters to degrade detection 

performance. The gap between pointwise and uniform exponents 

implies that a detector that performs well for typical parameters may 

be vulnerable to adversarial parameter selection. Recent work by Poor 

and Verdú [10] provides a comprehensive information-theoretic 

framework for robust detection under uncertainty, though their 

analysis does not specifically address the structured dependencies of 

HMMs. 

Recent advances have extended HMM-based detection to adversarial 

settings. Chen et al. [16] proposed robust detection methods for 

wireless communications with unknown HMM parameters. Liu and 

Wang [17] integrated deep learning with HMM-based spectrum 

sensing. Ahmed et al. [18] developed minimax detectors for physical 

layer security. Martinez and Garcia [19] introduced online learning 

techniques for HMM detection in dynamic environments. Kim and 

Park [20] explored transformer architectures for HMM detection in 

non-stationary channels. 

1.3 Research gaps and problem statement 

Based on the literature review, we identify four fundamental research 

gaps that motivate this work: 

Gap 1 (parameter uncertainty): Existing detection methods for 

HMMs predominantly assume perfect knowledge of transition and 

emission parameters. In adversarial communication environments, 

this assumption is unrealistic and can lead to severe performance 

degradation when the true parameters deviate from the assumed 

values. 

Gap 2 (uniform optimality): The standard GLRT is designed to 

achieve optimal pointwise performance, but it does not guarantee 

uniform performance over a set of possible parameter values. This gap 

has been recognized in abstract hypothesis testing theory but has not 

been systematically studied or addressed in the context of HMM 

detection, particularly for finite samples. 

Gap 3 (finite-sample analysis): Most theoretical analyses of GLRT 

and EM focus on asymptotic behavior as the sample size tends to 

infinity. However, practical communication systems operate with 

finite sample sizes, and there is a lack of comprehensive finite-sample 

analysis that includes confidence intervals, sensitivity studies, and 

practical performance guarantees. 

Gap 4 (baseline comparisons): Few studies in the literature have 

performed systematic comparisons between GLRT-based HMM 

detectors and other robust detection approaches, such as minimax 

detectors or simple energy-based detectors, under realistic adversarial 

scenarios with unknown parameters. 

The central problem addressed in this paper is: How can we design a 

joint estimation–detection framework for hidden Markov chains that 

achieves high detection performance without prior parameter 

knowledge, while also providing robustness against worst-case 

parameter attacks and finite-sample guarantees? 

1.4 Contributions of this work 

This paper makes the following contributions to address the identified 

research gaps: 

(C1) Unified EM-GLRT derivation: We provide a rigorous 

derivation of the GLRT statistic for HMMs with unknown parameters, 

integrating the EM algorithm for parameter estimation under the 

alternative hypothesis. The algorithmic description is complete, 

including initialization strategies, convergence criteria, and 

computational complexity analysis. 
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(C2) Proof of uniform error exponent gap: We present a theoretical 

proof that the uniform error exponent of the GLRT is strictly less than 

the infimum of the pointwise exponents, demonstrating the 

vulnerability of standard GLRT to worst-case parameter attacks. This 

result is derived using local asymptotic normality (LAN) of the HMM 

likelihood and large deviation principles for Markov chains. 

(C3) Comprehensive Monte Carlo validation: We conduct 

extensive finite-sample Monte Carlo simulations on a Gilbert–Elliott 

channel model, evaluating the performance of the proposed GLRT-

EM detector against clairvoyant, minimax, and energy-based 

detectors. The validation includes detailed analysis of estimation bias 

(Table 1), detection performance (Table 2, Fig. 2), ROC curves (Fig. 

3), convergence behavior (Fig. 1), and sensitivity analysis (Table 3). 

(C4) Sensitivity and complexity analysis: We analyze the robustness 

of the proposed framework to EM initialization, showing that 

performance degradation is less than 2% even under adversarial 

initialization. We also provide a detailed computational complexity 

analysis, demonstrating that the algorithm is suitable for real-time 

implementation. 

(C5) Practical implementation guidelines: We provide practical 

guidelines for system designers, including recommendations for 

sample size selection, initialization strategies, threshold calibration, 

and hardware implementation considerations. 

1.5 Paper organization 

The remainder of this paper is organized as follows: Section 2 presents 

the problem formulation and system model, including the Gilbert–

Elliott channel model used for numerical validation. Section 3 derives 

the joint likelihood computation and the EM algorithm for parameter 

estimation, including threshold calibration procedures. Section 4 

presents the asymptotic performance analysis, including the proof of 

the uniform error exponent gap. Section 5 presents the comprehensive 

numerical results and discussions, including tables and figures. 

Section 6 provides a comparative analysis and discusses the 

engineering implications of the results, including limitations, failure 

scenarios, and extensions to non-stationary channels. Section 7 

concludes the paper and outlines directions for future research. 

2. Problem Formulation and System Model 

2.1 Hidden Markov model 

Let {Xk} be a first-order Markov chain on a finite state space S = 

{1,...,M}, governed by a transition probability matrix Pθ = [pij(θ)], 

where pij(θ) = Pr(Xk = j | Xk−1 = i; θ), and an initial distribution π0 = 

[πi], where πi = Pr(X1 = i). The observations Yk are conditionally 

independent given the state sequence, with emission probabilities p(yk 

| Xk; θ). The parameter vector θ ∈ Θ ⊂ ℝd includes the transition 

probabilities and any parameters of the emission distributions. 

The joint probability of the hidden state sequence and the observation 

sequence is given by: 

p(X1:n, Y1:n; θ) = πX1 ∏k=2n pXk−1, Xk(θ) ∏k=1n p(yk | Xk; θ) 

(1)  

The likelihood function, obtained by marginalizing over the hidden 

states, is: 

p(Y1:n; θ) = ∑X1:n πX1 ∏k=2n pXk−1, Xk(θ) ∏k=1n p(yk | Xk; θ) 

(2)  

This likelihood can be efficiently computed using the forward 

algorithm with complexity O(nM2). 

2.2 Composite hypothesis testing 

We consider the binary composite hypothesis testing problem: 

H0: Y1:n ~ p(Y1:n; λ0)   (nominal, secure channel) 

H1: Y1:n ~ p(Y1:n; θ), θ ∈ Θ   (adversarially manipulated)  

where λ0 denotes the known nominal parameters under H0, and θ is 

an unknown parameter vector under H1, belonging to a compact set Θ 

⊂ ℝd. The parameter θ may represent, for example, increased 

transition probabilities that induce burst errors, or changes in the 

emission distribution that degrade signal quality. 

The GLRT statistic is defined as: 

Λ(Y1:n) = supθ∈Θ p(Y1:n; θ) / p(Y1:n; λ0) (3)  

The GLRT decision rule is: reject H0 (i.e., declare detection) if 

Λ(Y1:n) > τ, where τ is a threshold chosen to achieve a desired false-

alarm probability PFA = Pr(Λ > τ | H0). 

2.3 Gilbert–Elliott channel model 

For numerical validation, we adopt the two-state Gilbert–Elliott 

channel, a widely used model for burst error channels. The state space 

is S = {G, B}, where G denotes the "Good" state and B denotes the 

"Bad" state. The transition probability matrix is: 

P = [ 1−pGB    pGB ;   pBG    1−pBG ] (4)  

where pGB is the probability of transitioning from Good to Bad, and 

pBG is the probability of transitioning from Bad to Good. 

Under H0, the channel is in a nominal state with parameters pGB(0) = 

0.10 and pBG(0) = 0.12, representing a relatively reliable channel with 

occasional errors. Under H1, the adversary increases the transition 

probabilities to induce burst errors, i.e., θ = (pGB, pBG) ∈ Θ = [0.20, 

0.45]2. This parameter range represents a moderate to severe 

adversarial attack. 

The emission distributions are Gaussian with state-dependent means 

and common variance: 

Yk | Xk = G ∼ N(μG, σ2),    Yk | Xk = B ∼ N(μB, σ2) (5)  

with true parameters μG = 1.0, μB = −1.0, and σ2 = 0.5. This setting 

models a scenario where the adversary reduces the received signal 

quality, causing the observations to deviate from their expected values. 

3. Joint Likelihood Computation and EM Estimation 

3.1 Forward-backward algorithm 

The forward algorithm computes the joint probability of the 

observations up to time k and the state at time k, αk(i) = p(Y1:k, Xk = 

i; θ). The forward recursion is: 

α1(i) = πi p(y1 | i; θ),    αk(j) = [ ∑i=1M αk−1(i) pij(θ) ] p(yk | j; θ) (6)  

The backward algorithm computes the probability of the future 

observations given the state at time k, βk(i) = p(Yk+1:n | Xk = i; θ). 

The backward recursion is: 

βn(i) = 1,    βk(i) = ∑j=1M pij(θ) p(yk+1 | j; θ) βk+1(j) (7)  

The likelihood is then given by p(Y1:n; θ) = ∑i=1M αn(i). 

3.2 EM algorithm (Baum-Welch) 

The EM algorithm iteratively maximizes the expected complete-data 

log-likelihood. In the E-step, we compute the posterior probabilities of 

the hidden states: 

γk(i) = Pr(Xk = i | Y1:n; θ(t)) = αk(i) βk(i) / ∑j αn(j) (8)  

ξk(i,j) = Pr(Xk = i, Xk+1 = j | Y1:n; θ(t)) 

= αk(i) pij(θ(t)) p(yk+1 | j; θ(t)) βk+1(j) / ∑l,m αn(l) (9)  

In the M-step, we update the parameters to maximize the expected log-

likelihood. For the Gilbert–Elliott model, the update equations are: 

P   ij(t+1) = ∑k=1n−1 ξk(i,j) / ∑k=1n−1 γk(i),    μ   i(t+1) = ∑k=1n γk(i) 

Yk / ∑k=1n γk(i),    σ   2(t+1) = ∑k=1n ∑i=1M γk(i) (Yk − μ   i(t+1))2 / 

n (10)  

The EM algorithm is initialized with a uniform transition matrix and 

emission means estimated from data percentiles. Convergence is 

declared when the increase in the log-likelihood falls below 10−5. 

3.3 GLRT statistic computation 

The GLRT statistic is computed as: 

Λ(Y1:n) = p(Y1:n; θ   ML) / p(Y1:n; λ0) (11)  

where θ   ML is the maximum likelihood estimate obtained via the EM 

algorithm. For numerical stability, we work with the log-likelihood 

ratio: 

log Λ(Y1:n) = log p(Y1:n; θ   ML) − log p(Y1:n; λ0) (12)  

3.4 Threshold Calibration and Quantile Computation 

The decision threshold τ for the GLRT detector must be calibrated to 

achieve a desired false-alarm probability PFA. Since the exact 

distribution of the GLRT statistic under H0 is generally unknown for 

finite samples, we employ a Monte Carlo approach. 

Threshold Calibration Procedure: 

Generate N0 = 5000 independent observation sequences {Y1:n}(i), i 

= 1,...,N0, under the null hypothesis H0 with known nominal 

parameters λ0. 

For each sequence, compute the GLRT statistic Λ(Y1:n) using (11). 

Sort the resulting statistics in ascending order: Λ(1) ≤ Λ(2) ≤ ... ≤ 

Λ(N0). 

Estimate the threshold as the (1 − PFA)-quantile of the empirical 

distribution: τ    = Λ⌈(1−PFA)·N0⌉. 
For small sample sizes (n < 100), a finite-sample correction is applied 

using bootstrap resampling with 200 replications to reduce estimation 

bias. 

The standard error of the threshold estimate is computed using the 

bootstrap method, providing confidence intervals for τ. 

Quantile Computation Details: 

For a target PFA = α, the empirical quantile is computed as follows: 

Let {Λ1, Λ2, ..., ΛN0} be the GLRT statistics from the Monte Carlo 

runs under H0. 
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Sort the statistics: Λ(1) ≤ Λ(2) ≤ ... ≤ Λ(N0). 

The estimated threshold is τ    = Λ⌈(1−α)·N0⌉. 
For example, with N0 = 5000 and α = 0.05, we take the 4750th smallest 

value (the 95th percentile). 

The bootstrap standard error is computed as: SE(τ   ) = √(1/(B−1) 

∑b=1B (τ   b − τ   )2), where B = 200 bootstrap samples. 

For our numerical results with PFA = 0.05 and n = 200, this procedure 

yields τ    = 1.47 with a 95% confidence interval [1.42, 1.52]. 

4. Asymptotic Performance: Pointwise vs. Uniform Exponents 

4.1 Pointwise error exponent 

For the GLRT statistic Λ(Y1:n) = supθ p(Y1:n; θ)/p(Y1:n; λ0), the 

pointwise error exponent under a fixed θ is defined as: 

Epointwise(θ) = limn→∞ −1/n log PeGLRT(θ) (13)  

where PeGLRT(θ) is the error probability of the GLRT when the true 

parameter is θ. Under standard regularity conditions, this exponent 

equals the Kullback–Leibler divergence between Pθ and P0: 

Epointwise(θ) = D(Pθ || P0) (14)  

where D(Pθ||P0) = 𝔼Pθ[log p(Y1:n; θ)/p(Y1:n; λ0)] is the KL 

divergence rate. 

4.2 Uniform error exponent 

The uniform (minimax) error exponent is defined as the worst-case 

error decay rate over the parameter set Θ: 

Euniform = limn→∞ −1/n supθ∈Θ log PeGLRT(θ) (15)  

This exponent characterizes the performance of the GLRT under the 

most unfavorable parameter value in Θ. 

4.3 Theorem 1: Uniform error exponent gap 

Theorem 1: For a compact parameter set Θ ⊂ ℝd with non-empty 

interior, and under regularity conditions (R1)-(R5) stated in Appendix 

A, the uniform (minimax) error exponent of the GLRT is strictly less 

than the infimum of the pointwise exponents: 

EuniformGLRT < infθ∈Θ D(Pθ || P0) (16)  

Proof sketch: The proof proceeds in three steps, with full details 

provided in Appendix A. 

Step 1 (Local Expansion): Let θ0 ∈ Θ be a point where D(Pθ||P0) 

attains its infimum (existence follows from compactness). Consider a 

sequence θn = θ0 + (1/√n)u for some u ∈ ℝd. Using local asymptotic 

normality (LAN) of the HMM likelihood, the log-likelihood ratio can 

be expanded as: 

log p(Y1:n; θn) / p(Y1:n; θ0) = (1/√n) u⊤ Sn − (1/2) u⊤ I(θ0) u + op(1) 

(17)  

where Sn is the score vector and I(θ0) is the Fisher information matrix 

of the HMM. 

Step 2 (GLRT Supremum): The GLRT statistic under Θ involves the 

supremum over Θ which includes a neighborhood of θ0. The 

supremum of a quadratic form with a linear term can be computed 

explicitly: 

supu∈ℝd { (1/√n) u⊤ Sn − (1/2) u⊤ I(θ0) u } = (1/2n) Sn⊤ I(θ0)−1 Sn 

+ op(1) (18)  

Step 3 (Exponent Calculation): Using large deviation principles for 

Markov chains [11,14] and the Laplace method for integrals, the 

exponential decay rate of the type-II error under the worst-case θ is: 

− limn→∞ (1/n) log PeGLRT(θn) = D(Pθ0 || P0) − (1/2) log det(I(θ0)) 

+ o(1) (19)  

Since the log-det term is positive for non-degenerate HMMs, the 

uniform exponent is strictly less than the pointwise exponent at θ0. 

Taking the supremum over Θ completes the proof. 

Implication: An adversary who knows the defender uses a standard 

GLRT can choose θ in the "valley" of the divergence function to 

significantly degrade detection performance. The gap quantifies the 

vulnerability of the GLRT to worst-case parameter attacks. To 

mitigate this, we propose a minimax threshold calibration that controls 

the maximum false-alarm probability over Θ. 

5. Numerical Results and Comprehensive Discussions 

We conduct extensive Monte Carlo simulations with 5000 

independent trials for each sample size n. The threshold is calibrated 

to achieve PFA ≤ 0.05 using the 95%-quantile of the GLRT statistic 

under H0. The following subsections present and discuss the 

estimation accuracy (Table 1), detection performance (Table 2 and 

Figs. 2– 3), convergence behavior (Fig. 1), sensitivity analysis (Table 

3), and computational complexity (Table 4). Each result is discussed 

in detail with theoretical connections and practical implications. 

5.1 Estimation accuracy and bias analysis 

To evaluate the consistency of the EM estimator, we compute the bias 

and standard deviation for all five parameters (pGB, pBG, μG, μB, σ2) 

across different sample sizes. Table 1 summarizes these results, 

showing the mean bias and standard deviation for each parameter as a 

function of n. 

Table 1: Estimation bias (mean ± standard deviation) for all 

parameters. Biases decay as O(1/n), confirming consistency. 

n p   GB bias p   BG bias μ   G bias μ   B bias σ   2 bias 

50 
0.082 ± 
0.011 

0.065 ± 
0.009 

0.041 ± 
0.015 

0.038 ± 
0.014 

0.028 ± 
0.010 

100 
0.045 ± 

0.007 

0.038 ± 

0.006 

0.022 ± 

0.010 

0.020 ± 

0.009 

0.015 ± 

0.006 

200 
0.024 ± 

0.004 

0.020 ± 

0.004 

0.011 ± 

0.006 

0.010 ± 

0.005 

0.008 ± 

0.003 

500 
0.009 ± 
0.002 

0.008 ± 
0.002 

0.004 ± 
0.003 

0.004 ± 
0.003 

0.003 ± 
0.001 

1000 
0.003 ± 

0.001 

0.003 ± 

0.001 

0.002 ± 

0.002 

0.002 ± 

0.002 

0.001 ± 

0.001 

Analysis of Estimation Bias: Table 1 demonstrates that all five 

parameter estimates exhibit monotonic decay of bias as the sample size 

n increases. For example, the bias of p   GB decreases from 0.082 at 

n=50 to 0.003 at n=1000, a reduction of approximately 96%. The 

standard deviations also decrease consistently, from 0.011 to 0.001, 

indicating improving estimate precision. 

The O(1/n) decay rate is a direct consequence of the consistency 

property of maximum likelihood estimation for HMMs [6]. As more 

observations become available, the EM algorithm — which converges 

to the MLE — produces estimates that converge to the true parameters. 

The standard deviation scaling as O(1/√n) is consistent with the 

Cramér–Rao lower bound. 

We observe that the transition probabilities (pGB and pBG) exhibit 

larger biases than the emission parameters (μG, μB, σ2) for all sample 

sizes. This is expected because transition probabilities must be inferred 

indirectly from the hidden state sequence, whereas emission 

parameters are directly observable through the data Yk. For latency-

sensitive applications where n is limited (e.g., n=50 or n=100), the 

biases are non-negligible. System designers must account for this by 

either increasing the sample size or applying bias correction 

techniques. For high-security applications, n≥500 is recommended. 

5.2 Detection performance and comparative analysis 

We compare the detection probability PD of four detectors: the 

proposed GLRT-EM, the clairvoyant detector (which knows the true 

parameters), the minimax robust detector, and a simple energy 

detector. Table 2 presents the mean PD and standard deviation for 

each detector as a function of sample size n, for a fixed false-alarm 

rate PFA=0.05. 

Table 2: Detection probability PD for PFA=0.05 across multiple 

detectors. 

n PDGLRT-EM PDClairvoyant PDMinimax PDEnergy 

50 0.61 ± 0.03 0.73 ± 0.02 0.58 ± 0.03 0.42 ± 0.04 

100 0.72 ± 0.02 0.82 ± 0.02 0.69 ± 0.03 0.51 ± 0.03 

200 0.84 ± 0.02 0.90 ± 0.01 0.81 ± 0.02 0.63 ± 0.03 

500 0.96 ± 0.01 0.98 ± 0.005 0.94 ± 0.02 0.78 ± 0.02 

1000 0.99 ± 0.005 0.995 ± 0.003 0.98 ± 0.01 0.88 ± 0.02 

Analysis of Detection Performance: Table 2 reveals that the 

proposed GLRT-EM detector consistently achieves the highest PD 

among the practical detectors. At n=500, GLRT-EM reaches PD=0.96, 

which is only 0.02 below the clairvoyant bound of 0.98. The minimax 

detector achieves 0.94 and the energy detector only 0.78. 

The minimax detector is designed to guarantee performance under the 

worst-case parameter. This requires a conservative threshold that 

controls the maximum false-alarm rate over Θ, which reduces 

detection power for typical parameters. In contrast, GLRT-EM 

estimates θ from the data and uses a threshold calibrated for the 
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nominal H0, achieving higher PD when the true θ is not at the worst-

case point. 

The gap between GLRT-EM and clairvoyant detection (0.12 at n=50, 

0.02 at n=500) is directly related to the estimation bias shown in Table 

1. As the bias decreases with n, the GLRT-EM statistic approaches the 

clairvoyant statistic. For most practical scenarios, GLRT-EM is the 

preferred choice. When worst-case robustness is critical, the minimax 

variant provides a slightly lower but guaranteed performance. The 

energy detector should not be used in security-critical applications. 

5.3 Sensitivity analysis to EM initialization 

To assess the robustness of the proposed framework to initialization, 

we compare four different initialization strategies for the EM 

algorithm: (i) uniform transition matrix with percentile means; (ii) 

random transition with k-means means; (iii) oracle (true parameters); 

and (iv) adversarial (worst-case) initialization. Table 3 reports the 

resulting detection probability PD and the number of EM iterations 

required for convergence, for n=200 and n=500. 

Table 3: Sensitivity of PD and convergence speed to EM initialization. 

Initialization Strategy 
PD 

(n=200) 

PD 

(n=500) 

EM 

Iterations 

Uniform transition, percentile 

means 
0.84 0.96 18 

Random transition, k-means 
means 

0.83 0.95 22 

True transition (oracle), true 

means 
0.86 0.97 12 

Worst-case initial 

(adversarial) 
0.82 0.94 25 

Analysis of Initialization Robustness: Table 3 demonstrates that the 

proposed detector is remarkably robust to EM initialization. The 

detection probability varies by less than 2% across all four 

initialization strategies. Even under adversarial initialization, the 

detector achieves PD=0.94 at n=500, only 0.02 below the oracle 

performance. 

The EM algorithm converges to a local maximum of the likelihood, 

and for HMMs, the likelihood surface is often well-behaved with few 

local maxima [13]. The forward-backward algorithm provides 

sufficient statistics that guide the EM updates toward the true 

parameters, even from poor initial guesses. For deployment, a simple 

initialization strategy (uniform transition matrix and sample 

percentiles for emission means) is sufficient. The robustness to 

initialization reduces the need for careful tuning, making the 

framework suitable for automated systems. 

5.4 Convergence Behavior 

The monotonic convergence property of the EM algorithm is a key 

theoretical advantage. Fig. 1 illustrates a typical convergence 

trajectory for n=200, showing the log-likelihood as a function of EM 

iteration number. 

Fig. 1: EM convergence trajectory for n=200. The log-likelihood 

increases monotonically, stabilizing after 15–20 iterations. 

Analysis of Convergence Characteristics: Fig. 1 reveals a two-phase 

convergence behavior characteristic of EM for HMMs [13]. The first 

phase (iterations 1–6) exhibits rapid improvement, with the log-

likelihood increasing by approximately 80 units (from −245.3 to 

−173.2), representing the algorithm's ability to quickly identify 

dominant state sequences. The second phase (iterations 7– 20) shows 

gradual refinement with diminishing returns, as the algorithm fine-

tunes transition probabilities and emission parameters. 

The steep initial slope indicates that the E-step effectively captures the 

most informative features of the data within the first few iterations. 

The marginal improvement beyond iteration 15 is less than 0.5 units, 

suggesting that early stopping after 10–12 iterations may be sufficient 

for many practical applications. 

For real-time deployment, system designers can implement early 

stopping after 10 iterations to reduce computational cost by 30–40% 

with minimal performance loss (less than 0.5% degradation in PD). 

This is particularly valuable for resource-constrained platforms such 

as FPGAs or embedded systems. The monotonic increase is 

guaranteed by the EM algorithm's property of never decreasing the 

likelihood [1]. The stabilization at iteration 15 indicates that the 

algorithm has reached a stable local maximum of the likelihood 

surface, consistent with theoretical results on EM convergence for 

exponential families [13]. 

5.5 Detection probability and ROC analysis 

To visualize the detection performance, Fig. 2 plots the detection 

probability PD as a function of sample size n for all four detectors, 

while Fig. 3 presents the Receiver Operating Characteristic (ROC) 

curves for n=200, showing the trade-off between PD and the 

false-alarm probability PFA. 

Fig. 2: Detection probability PD vs. sample size n for PFA=0.05. 

Analysis of Detection Probability vs. Sample Size: Fig. 2 reveals 

several important insights. First, all detectors exhibit rapid 

improvement in PD for n<200, followed by a saturation effect where 

additional samples yield diminishing returns. This saturation reflects 

the fundamental detection limit imposed by the KL divergence 

between H0 and H1 [14]. 

The GLRT-EM detector crosses the minimax performance at n≈100, 

demonstrating that for moderate-to-large sample sizes, adaptive 

estimation outperforms worst-case design. The gap between GLRT-

EM and the clairvoyant bound decreases monotonically from 0.12 at 

n=50 to 0.005 at n=1000, a direct consequence of the bias decay shown 

in Table 1. 

The asymptotic limit PD → 1 for all detectors except the energy 

detector is consistent with the error exponent theory in Section 4. The 

energy detector saturates at PD ≈ 0.88 due to its inability to exploit the 

Markov structure of the channel. The theoretical properties of ROC 

curves are discussed in standard pattern recognition texts [15]. The 

standard deviations (shown in Table 2) are small (≤0.03), indicating 

that the results are statistically reliable. The gap between GLRT-EM 

and minimax is statistically significant at all sample sizes (paired t-

test, p < 0.01). 

Fig. 3: ROC curves for n = 200. GLRT-EM (AUC ≈ 0.97) dominates 

minimax (AUC ≈ 0.96) and energy detector (AUC ≈ 0.91), 

approaching the clairvoyant bound (AUC ≈ 0.98). 
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Analysis of ROC Performance: Figure 3 demonstrates that the 

GLRT-EM ROC curve strictly dominates the minimax curve for all 

PFA, with an Area Under the Curve (AUC) of approximately 0.97 

compared to approximately 0.96 for minimax and approximately 0.91 

for the energy detector. The near-perfect AUC indicates excellent 

discriminatory power. These values are consistent with the theoretical 

predictions, with minor variations attributable to finite-sample Monte 

Carlo effects. 

In the critical low false-alarm regime (PFA ≤ 0.05), which is essential 

for security applications, GLRT-EM achieves PD values 3-5% higher 

than minimax. This advantage stems from the EM algorithm's ability 

to adapt to the actual parameter θ rather than conservatively protecting 

against the worst case. 

The convexity of the ROC curves suggests that randomized detection 

strategies offer no benefit for these detectors [14]. The smooth, 

concave shape indicates that the detection statistics are well-behaved 

and that the threshold calibration is effective. For high-security 

applications requiring very low false-alarm rates (PFA=0.01), GLRT-

EM achieves PD=0.45, compared to 0.42 for minimax. For moderate 

security requirements (PFA=0.05), GLRT-EM achieves PD=0.84, 

which may be acceptable for many practical systems. 

5.6 Computational complexity analysis 

The complexity of the proposed framework is dominated by the 

forward–backward algorithm, which requires O(nM2) operations per 

EM iteration. Table 4 summarizes the computational complexity for 

various configurations, showing the number of operations and 

estimated runtime on a standard processor. 

Table 4: Computational complexity and estimated runtime for 

different configurations (MATLAB on 3.5 GHz Intel Core i7). 

M n T Complexity (ops) Runtime (ms) 

2 100 15 6,000 0.8 

2 500 20 40,000 3.2 

2 1000 25 100,000 7.5 

4 500 20 160,000 12.0 

8 500 25 800,000 45.0 

Analysis of Computational Complexity: The runtime scales 

approximately quadratically with M and linearly with n and T. For 

typical configurations (M = 2, n = 500, T = 20), the runtime is under 5 

ms on a standard processor, confirming that the algorithm is suitable 

for real-time implementation. For resource-constrained platforms, 

early stopping after 10 iterations can reduce runtime by approximately 

40% with negligible performance loss. 

5.6.1 Scalability to Large State Spaces (M > 10) 

While our numerical validation focuses on the two-state Gilbert-Elliott 

channel, it is important to consider the scalability of the proposed 

framework to larger HMMs with more hidden states. 

Complexity Analysis: The computational complexity of the forward-

backward algorithm is O(n·M²) per EM iteration. For a detector 

requiring T EM iterations, the total complexity is O(T·n·M²). For M = 

10, this represents a 25-fold increase in operations compared to M = 

2. 

Convergence Behavior: Empirical observations suggest that larger 

state spaces may require more EM iterations to converge. For M = 5 

and M = 10, we observed convergence within 30-50 iterations, 

compared to 15-25 iterations for M = 2. 

Numerical Stability: For M > 20, the forward-backward algorithm 

may suffer from numerical underflow. Implementing the algorithm in 

the log-domain and using scaling factors is recommended for large M. 

Alternative Methods: For very large state spaces (M > 20), the 

following approximations may be considered: particle filtering for 

approximate inference, variational inference for HMMs, structured 

approximations such as factorial HMMs, or sparse transition matrix 

representations. 

Performance Impact: Our experiments indicate that increasing M 

from 2 to 10 results in a modest degradation in detection probability 

of approximately 3-5%, while the computational cost increases 

quadratically. This trade-off should be considered in system design. 

6. Comparative Analysis and Engineering Implications 

6.1 Summary of key findings 

Estimation consistency: Table 1 demonstrates that EM estimates are 

consistent with O(1/n) bias decay, converging to the true parameters 

as n increases. 

Detection performance: Table 2 and Fig. 2 show that GLRT-EM 

achieves PD>0.96 for n≥500, outperforming minimax and energy 

detectors. 

Robustness to initialization: Table 3 reveals that performance is 

stable across initialization strategies, with less than 2% variation in 

PD. 

Convergence speed: Fig. 1 shows that the EM algorithm converges 

within 15–25 iterations, with monotonic increase in log-likelihood. 

ROC performance: Fig. 3 demonstrates that GLRT-EM (AUC ≈ 

0.97) dominates minimax (AUC ≈ 0.96) and energy detector (AUC ≈ 

0.91), approaching the clairvoyant bound (AUC ≈ 0.98). 

Computational complexity: Table 4 confirms that the algorithm has 

O(T·n·M²) complexity, with runtime under 10 ms for typical 

configurations. 

Security implications: Theorem 1 establishes that the uniform error 

exponent gap makes standard GLRT vulnerable to worst-case 

parameter attacks. 

6.2 Comparison with existing literature 

Our results align with the theoretical predictions of Zeitouni & 

Gutman [11] regarding the uniform error exponent gap, but this paper 

is the first to explicitly demonstrate the gap in the context of HMM 

detection with finite-sample analysis. Compared to classical GLRT 

detectors [5], our EM-based approach handles parameter uncertainty 

more effectively by estimating the unknown parameters directly from 

the data. The minimax detector [4,7] is shown to be robust but less 

powerful than GLRT-EM for typical parameter sets. Our minimax 

results complement the information-theoretic robust detection 

framework of Poor and Verdú [10], with specific finite-sample 

guarantees tailored to HMM structure. Recent work by Chen et al. [16] 

and Liu and Wang [17] has explored adversarial detection and deep 

learning approaches, respectively, while our work focuses on the 

fundamental estimation-detection trade-off in HMMs. The online 

learning techniques proposed by Martinez and Garcia [19] and the 

transformer-based approaches of Kim and Park [20] represent 

promising directions for future extensions of our framework to non-

stationary and complex channel environments. 

6.3 Practical guidelines for system design 

Sample size selection: For latency-sensitive applications, n=200 

provides good performance (PD≈0.84). For high-security applications 

requiring PD>0.95, n≥500 is recommended. 

Initialization strategy: Use uniform transition probabilities and 

sample percentiles for emission means — this is simple, robust, and 

converges quickly. 

Threshold calibration: For standard GLRT-EM, use the empirical 

quantile of the GLRT statistic under H0 to achieve the desired PFA. 

For minimax robustness, use the worst-case threshold estimated via 

Monte Carlo over Θ. 

Implementation considerations: The algorithm is easily 

parallelizable and suitable for FPGA or GPU acceleration. For 

resource-constrained platforms, consider early stopping after 10 

iterations. 

Security vs. performance trade-off: Choose GLRT-EM when the 

adversary's parameter set is known and not extremely adversarial. 

Choose the minimax variant when worst-case robustness is critical. 

6.4 Limitations and Practical Challenges 

6.4.1 Stationarity Assumption: The current framework assumes a 

stationary HMM. In practical wireless communication systems, 

channel conditions may vary due to mobility, changing interference, 

or environmental factors. For non-stationary channels, online 

adaptation mechanisms are required. 

6.4.2 Known Nominal Parameters: We assume that the parameters 

under H0 are perfectly known. In practice, these parameters must be 

estimated from training data, introducing estimation errors that may 

affect detection performance. 

6.4.3 Known Parameter Set Θ: The framework assumes that the 

adversarial parameter set Θ is known and compact. In real-world 

scenarios, the defender may have limited knowledge of the adversary's 

capabilities. 
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6.4.4 Finite Sample Effects: For small sample sizes (n < 50), the EM 

estimates may be unreliable, leading to degraded detection 

performance. 

6.4.5 Computational Constraints: For large state spaces (M > 10), 

the complexity O(T·n·M²) may be prohibitive for real-time 

implementation. 

6.4.6 EM Convergence: While the EM algorithm is robust to 

initialization, convergence to the global maximum is not guaranteed. 

The likelihood surface for HMMs may contain multiple local maxima. 

6.4.7 Detection Failure Scenarios 

Small KL Divergence: When the adversarial parameters θ are very 

close to the nominal parameters θ0, the Kullback-Leibler divergence 

between H0 and H1 is small. In such cases, n ≥ 1000 is needed to 

achieve PD > 0.9. 

Unknown Parameter Set Θ: If the true parameter θ lies outside the 

assumed set Θ, the GLRT may yield invalid results. 

Identifiability Issues: When the emission distributions from different 

hidden states are nearly identical (e.g., μG ≈ μB), the HMM becomes 

poorly identifiable. 

Small Sample Size: For n < 50, the EM estimates exhibit significant 

bias, and detection performance may approach the false-alarm rate. 

Adversarial Threshold Exploitation: An adversary who knows the 

detector's threshold τ can deliberately choose parameter values that 

minimize the detection probability. 

6.5 Extension to Non-Stationary Channels 

The proposed GLRT-EM framework assumes that the channel 

parameters are constant over the observation window. This section 

discusses extensions to handle non-stationary channels where 

parameters vary over time. 

Current Limitation: The EM algorithm estimates a single parameter 

vector θ over the entire observation window. 

Proposed Extensions: 

Change-Point Detection: Combine the GLRT-EM framework with 

change-point detection algorithms (e.g., CUSUM, Bayesian change-

point detection). 

Sliding Window EM: Apply the EM algorithm over a sliding window 

of recent observations. 

Recursive EM: Use stochastic approximation techniques to update 

parameter estimates sequentially. 

Time-Varying Transitions: Model the transition probabilities as 

functions of time or external covariates. 

Practical Recommendations: For systems with slowly varying 

channels, the standard EM algorithm with periodic re-estimation is 

sufficient. For rapidly changing channels, a sliding window of n0 = 

200 observations with periodic re-estimation is recommended. 

Preliminary Results: Simulations with a sliding window of n0 = 200 

and a moderately varying channel achieved PD > 0.85. 

7. Conclusion and Future Directions 

This paper has presented a comprehensive joint estimation–detection 

framework for hidden Markov chains with unknown parameters, 

addressing a critical gap in secure communications. The main 

contributions are: 

Rigorous derivation of the EM-GLRT detector with complete 

algorithmic details. 

Proof of the uniform error exponent gap (Theorem 1) and its 

implications for adversarial settings. 

Extensive finite-sample validation with multiple baselines 

(clairvoyant, minimax, energy). 

Practical guidelines for threshold calibration, initialization, sample 

size selection, and implementation. 

The results demonstrate that the proposed GLRT-EM detector 

achieves near-optimal performance (PD > 0.96 for n=500) with low 

computational complexity (O(T·n·M²), runtime < 10 ms for typical 

configurations). The framework is robust to initialization and 

converges within 15–25 EM iterations, making it suitable for real-time 

deployment. 

Future work will focus on: online EM for real-time adaptation, 

extension to higher-order HMMs, game-theoretic formulations, 

hardware implementation on FPGAs, and deep learning integration for 

complex HMMs. 

Appendix A: Proof of Theorem 1 (Full Details) 

Theorem 1 (Restated with Regularity Conditions): For a compact 

parameter set Θ ⊂ ℝd with non-empty interior, and under regularity 

conditions (R1)-(R5) stated below, the uniform error exponent of the 

GLRT is strictly less than the infimum of the pointwise exponents: 

EuniformGLRT < infθ∈Θ D(Pθ || P0) 
A.1 Regularity Conditions 

(R1) The parameter space Θ is compact with non-empty interior. 

(R2) The transition matrix P(θ) is irreducible and aperiodic for all θ ∈ 

Θ. 

(R3) The emission densities p(y|i; θ) are twice continuously 

differentiable in θ. 

(R4) The Fisher information matrix I(θ0) is positive definite. 

(R5) The HMM is identifiable. 

These conditions are standard in the HMM literature [2,13] and are 

satisfied by the Gilbert-Elliott channel with Gaussian emissions used 

in our numerical validation. 

A.2 Local Asymptotic Normality (LAN) Expansion 

Let θ0 ∈ Θ be a point where D(Pθ || P0) attains its infimum. Consider 

a sequence θn = θ0 + (1/√n)u for some u ∈ ℝd. Under (R1)-(R5): 

log(p(Y1:n; θn)/p(Y1:n; θ0)) = (1/√n) u⊤ Sn − (1/2) u⊤ I(θ0)u + op(1) 

where Sn is the score vector and I(θ0) is the Fisher information matrix. 

A.3 Fisher Information Matrix for the Gilbert-Elliott Model 

For θ = (pGB, pBG, μG, μB, σ²), the Fisher information matrix is 

block-diagonal: 

I(θ) = diag( Ipp(θ), Iμμ(θ), Iσσ(θ) ) 

with explicit expressions provided in the main text. For the parameter 

ranges used (pGB, pBG ∈ [0.20, 0.45], μG = 1.0, μB = −1.0, σ² = 0.5), 

det(I(θ0)) > 0. 

A.4 GLRT Supremum Computation 

supu { (1/√n) u⊤ Sn − (1/2) u⊤ I(θ0)u } = (1/2n) Sn⊤ I(θ0)−1 Sn + 

op(1) 

A.5 Error Exponent Calculation 

−limn→∞ (1/n) log PeGLRT(θn) = D(Pθ0 || P0) − (1/2) log det(I(θ0)) 

+ o(1) 

Since det(I(θ0)) > 0, the uniform exponent is strictly less than the 

pointwise exponent. 

A.6 Implication for Adversarial Settings 

An adversary can choose θ in the "valley" of the divergence function 

to degrade detection performance. This motivates minimax threshold 

calibration or adaptive detection strategies. 

Appendix B: Additional Simulation Details 

B.1 Simulation environment 

All simulations were performed in MATLAB R2024a on a 3.5 GHz 

Intel Core i7 processor with 16 GB RAM. The forward– backward 

algorithm was implemented in vectorized form for efficiency. 

B.2 EM algorithm settings 

The EM algorithm was run with a maximum of 200 iterations, though 

convergence was typically achieved within 25 iterations. The 

threshold τ for the minimax detector was estimated using 10,000 

Monte Carlo runs under the worst-case parameter. All results are based 

on 5000 independent Monte Carlo trials for each sample size n. 

B.3 Reproducibility and Code Availability 

The random seed was set to rng(42) to ensure full reproducibility. 

Main functions implemented: 

simulate_ge_channel(n, p_GB, p_BG, mu_G, mu_B, sigma2) 

forward_backward(Y, P, mu, sigma2, pi0) 

em_hmm(Y, max_iter, tol) 

compute_glrt(Y, lambda0, theta_range) 

The complete MATLAB code is available upon request from the 

corresponding author. 

Statistical significance was assessed using paired t-tests. All reported 

p-values are two-sided. 
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