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Abstract Watermarking is the common techniques that have been used in information security. It’s the way 
of hiding data or information within images in order to protect ownership and copyrights. Nowadays, many 
companies and enterprise apply watermarking to their products. With the increment and distribution of 
personal photos and photographs images around the world, the protection of ownership and copyrights 
becomes inevitable. Many algorithms and techniques have been developed in order to embed the watermark 
and implement the integrity of it. The simplest one is the LSB (Least significant bits) technique. This 
technique ensures that the quality of the image will not degrade but it’s prone to cropping and scaling 
attacks. This paper proposes and provides an algorithm that can be used for protecting watermark image 

from damage or stolen by embedding the watermark into the frame of image instead of image itself. The 
frame should be invisible so any attack processes will not be able to destroy the watermark. The result shows 
that the watermark is still the same under cropping and scaling processes. This could really ensure the 
integrity of personal photo watermarks for a large wide range.  
Keywords: Information security, Watermarking, Cryptography, LSB, Image processing.  
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Introduction 

Information security is a way for ensuring that the 
private information is still secure without lost or 
stolen. The common categories of Information 
security are Cryptography, and Steganography [1, 
2].  Cryptography is the art of secret writing. It is 
defined as the process of encoding secret 
information in a way that unreadable by a third 
party, only the authorized persons can decode 
and read the message [3,4]. The main aim of 
cryptography is providing many of security related 
goals like confidentiality, authentication, integrity, 
availability and access control [4,5].  
In addition, the art of hiding data or the secret 
information within cover files is related to 
Steganography. The process of hiding should 

ensure that no one can change or damage it or 
even observe it [6,7]. The technique of hiding data 
inside digital multimedia isoften known as the 
watermarking and the watermark itself is that 
hiding data which could be text, date, serial 
number, logo or any other type of identification 
marks [8]. In fact, the watermarkis able tobe 
extracted or disclosed for different purposes such 
as authentication, owner identification, 
copyrights, content protection, or any other 
identification improvement [9,10]. Based on that, 
A digital watermarking has been defined as a set 
of bits which are embedded in a data file (as 
images) to show features such as IPM (Intellectual 
Property Management) and proof of ownership. 
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The Watermarking must be used to hide the 

information in a way that can’t be easily extracted 
by the third party[9]. Watermarking is very closely 
linked to cryptography if the hiding data or 
information is encrypted before embedding as a 
watermark for a second layer of protection[3]. 
Currently, watermarking techniques work on two 
domains: spatialandfrequency domains. Spatial 
domain concerns with embedding of the 
watermark data value into original image by 
modifying pixels value using an appropriate 
algorithm. The most used simpletechniques in 
spatial domain is LSB (lest significant bits) 
[6,11,12]. Its works by embedding the watermark 
bits into the least significant bits of each pixel of 
original image. This technique is easy to perform 
and understand. It provides High perceptual 
transparency and low computational complexity 
for both embedding and detection of the 

watermark. This technique ensures that the 
quality of the image will not degrade[11,13,14].  
In the other side, frequency domain, which is also 
known as transform domain, concerns with 
embedding the watermark by  modifying the 
coefficients of the converted image using one of 
the suitable transform methods such as DCT 
(Discrete Cosine Transform), DWT (Discrete 

Wavelet Transform) and DFT (Discrete Fourier 
Transform) [15,16]. Although the transform 
domain is more secure and effective than the 
spatial domain, but it suffers from computational 
complexity, slow embedding and extraction 
processes. In fact, using of transform domain 
methods require more experience and expert skill, 
hence it’s more suitable for medical images 
[17,18]. 
Spatial domain methods and algorithm are more 
easy to use and implement, but theylack of the 
robustness especially during scaling and cropping 
image operations [11,13,16,19]. This motivates us 
to propose and suggest the design of an algorithm 
that supports the technique of watermarking 
within classification of the spatial domain using 
the LSB. The idea of the proposed algorithm is to 
attach and fit the watermark with the image so no 
one can remove or change it. This could be 
extremely worked with personal image protection 
especially for personal photos and drawing panel. 
The following section explains the design method 
of the proposed algorithm and section III describes 
the analysis. Results and discussion are provided 
in section IV. The paper is concluded with section 

V. 
 

II. Algorithm Description 
The purpose of this research is to design and 
develop an algorithm that can be able to embed 
the watermark into any image edges. These edges 
are represented as a frame. This process ensures 
the integrity of image contents from any change or 
confusion. Based on this concept, the proposed 
algorithm works by adding frame to original 
image, then, embed the watermark in this frame, 
which is represent the image edges. Whatever the 
process that is performed on it, the image frame is 
out of that process. The proposed algorithm steps 

aredescribed in figures 1, 2, 3, and 4 as 

givenbelow:  

Stage1: Watermark Embedding Process 
In this stage, the original image is convertedto 
grayscale image. 

Input  
The input is the watermark data. 

Algorithm  
i. Take Watermark and encrypt it by using one 

of the symmetric key cryptography 
algorithms. The output of this step is 
Encrypted watermark. 

ii. Add a frame to a grayscale image; the result 
is a framed image. 

iii. Embed Encrypted watermark in the framed 
image using LSB technique. The output 
image is Watermarked image. 

 
 
 

Output  
Watermarked image. 

Stage2: Process of Attacks  
In this process,  some attacks such as scaling and 
cropping are performed on a watermarked image 
in order to consider the effect of these attacks on 
the integrity of watermarked image and the 
encrypt watermark. Figure2 showsthe inputs and 
outputs of this process. 
 

 
 
 

Stage3: Watermark Extraction Process  
Input  
The input to this stage is the distorted image. 

Algorithm  
i. Extract encrypted watermark and separate it 

from the watermarked image using LSB 
technique. Output of this step is both 
extracted image and encrypted watermark. 

ii. Decrypt encrypted watermark using the 
sameencryption algorithm. The output of this 
step should be an extracted watermark and 
image. 

 

 
 Figure3: Block Diagram of Watermark Extraction 

Process 

 

Figure1: Block Diagram of Watermark Embedding 
Process 

 

Figure2:Block Diagram of attacking process 
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Output  
Extracted image – an image recovered from the 
watermarked image.  
Extracted watermark – a watermark recovered 
from the watermarked image. 

Stage4: Evaluation Process 
In this stage, the  comparison between each of 
extracted image and original image, as well as the 
comparison between the extracted watermark and 
the watermark are performed using performance 
measures [20] as shown in Figure 4: 
 

 
 
 
The PSNR and the MSE is calculated according to 
the values of the given original image and 
extracted image. The descriptions of these two 
measurements are given below: 

 

 Peak Signal to Noise Ratio (PSNR):it is used 
to measure the similarity between two 
images, as well as to test the image quality of 
a watermarked image, it is also used to 
compare the original watermark and 
extracted watermark. The equation is: 

 

 
 Mean Square Error (MSE):it’s  used to find 

similarity between original image and 
watermarked image andthe equation is: 

 

 
 

III. Analysis and results 
The developed algorithm has been applied to the 
personal and photographic image to explain and 
measurethe algorithm performance using metrics 
PSNR, MSE. Figure 5 describes the algorithm 

steps according to the given image. 

 

 
 
 
In this section, we use the data “Nour” as a 
watermark. We have applied both the image and 

watermark to the developed algorithm. The 
embedding image is in the original grayscale 
image with file of extension jpg (Nour.jpg) and the 
size is 56x56.   
According to the proposed algorithm, the 
watermark characters are converted into its 
binary format 01001110, 01101111, 01110101, 
01110010, and then the grayscale image are 
converted into binary format. Each byte from the 
watermark will be embedded in 2 pixels only, in 
the 4-bits at less significant bit in the grayscale 
image. Based on the proposed algorithm, it needs 
to add frame for grayscale image to embed the 
watermark in the frame. We use frame size of 
(4x56), and calculate PSNR to test image quality. 
According to our calculation, the PSNR is 
14.8129. If the watermarked image is cropped or 
scaled, the frame is still the same because it’s out 
of the image domain. The frame should be 
invisible so no one can attack or destroyed. This 
feature is included in the algorithm by excluding 
the image frame outside of the image array size. 
The result shows that it’s difficult to attack the 
image frame. It’s also improves the integrity of 
watermarking during the cropping and scaling 
attacks to the watermarked image. 

IV. Discussion and Conclusion 
We have designed and developed an algorithm 
which adopts the feature of attached frame in 
order to protect the watermark from changed or 
stolen. A case study of personal photo image with 
size of 56x56has been applied to the algorithm. 
We have justified that our proposed algorithm 

works better if the watermark have been 
embedded in the image frame.  
It has been observed that the biggest image is 
better than small one to fit the watermark to the 
attacked image. Actually, the designed algorithm 
is able to embed the watermark around the given 
image as possible if the given image size is 
applicable. This algorithm could protect the 
watermark of personal photos images. It also 
determine whether the photographs images has 
been changed or not during scaling and cropping 
operations. 
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